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At a time when Russia has brought war back to the European
continent, this, the fifth, Peace and Security Outlook produced by
the European Parliamentary Research Service (EPRS) seeks to analyse
and explain the European Union's contribution to the promotion of
peace and security internationally, through its various external
policies.

The study provides an overview of the issues and current state of
play. It looks first at the concept of peace and the changing nature
of the geopolitical environmentas European security faces the most
tangible military threat since the end of the Cold War. Russia's war
on Ukraine compoundsthe challenges to peace and security already
accentuated by the coronavirus crisis. The study follows the logic of
the annual series, by focusing on the promotion of peace and
security in the EU's external action. Linking the study to the
Normandy Index, which measures threats to peace and democracy
worldwide based on the EU Global Strategy, each chapter of the
study analyses a specific threat to peace and presents an overview
of EU action to counter therelated risks. The areas discussed include
violent conflict, proliferation of weapons of mass destruction,
climate change, cyber-attacks, disinformation, and terrorism, among
other issues. The EU's pursuit of peace is understood as a goal
embodied in several EU policies, includingdevelopment, democracy
support, humanitarian assistance, security, and defence. The study
concludes with an outlook for the future.

A parallel study, published separately, focuses specifically on EU
peace-building efforts in the Eastern Neighbourhood. The studies
have been drafted as a contribution to the Normandy World Peace
Forum scheduled for September 2022.
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Peace and Securityin 2022

Russia's war on Ukraine has shatteredassumptions and expectationsabout protracted peacein the
wider European space. It hasstimulated seriousreflection aboutthe instrumentsand tools available
to safeqguard peace in times of contestation between great powers and of weakened multilateral
institutions,phenomenathat havebeen observed consistently throughout the past decade.'

Atthe sametime, the promotion of global peace and security continues to be a fundamental goal
and central pillar of European Union (EU) external action, following the model of its own peace
project.Both within and beyond the EU, there is a widespread expectation among citizens that the
Union will deliver results in this crucial area. Nevertheless, as the security environment poses what
could be the most significant challenge to security in the post-Cold War period, the EU is urgently
intensifying its work for peace and securityin a number of key policy areas.

According to the Global Peace Index (GPI) 2022, the state of peace in the world deteriorated slightly
in 2021, continuing a long-standing trend.?In addition, multilateralism, a core element of EU foreign
policy and identity, and a cornerstone of its approach to peace and security, is under increasing
pressure from alternative value systems and ideologies; a situation that has been exacerbated by
the effects of the pandemic.

Even before the launch of Russia's war, the coronavirus crisis had accelerated these pre-existing
trends, which were already signalling the advent of a more competitiveand less secure international
geopolitical environment. In response to these trends, the European Commission under President
Ursulavon de Leyen, with the supportof the European Parliament, committed to reinforcing the EU
as an external actor, able to act more strategically and autonomously, while fully upholding the
fundamentalvaluesstipulated in the founding Treaties, including the achievement of peace. To this
day, the over-arching valuesand objectives of the EU guide all facets of its external action,including
common foreign and security policy (CFSP); democracy support; development cooperation;
economic, financial and technical cooperation; humanitarianaid; trade;and neighbourhood policy.

While the promotion of peace remains the objective of EU foreign policy, achievingit is also linked
to understanding peace and its components. Thus, measuring peace and the threats thatchallenge
it is becoming an increasingly relevant exercise. In that context, the Normandy Index attempts to
measure threats to peace based on variables identified in the EU Global Strategy. The EU Member
States, supported by the European External Action Service (EEAS), conducted a comprehensive
threatanalysis in 2020, as part of thedevelopmentof the EU Strategic Compass, which was adopted
by the Counciland endorsed by the European Councilin March 2022.

The EU's contribution to countering threats to peace, security and democracy globally has grown
significantly through legislation, financing and the creation of new structures and initiatives. A
significant share of EU aid goes to fragile states and to issues related to securing peace. The EU's
'new consensus on development' emphasises the role of development cooperationin preventing
violent conflicts, mitigating theirconsequencesand aiding recoveryfromthem.On the ground, the
EU has been able to strengthen the nexus between security, development and humanitarian aid
through theimplementation of comprehensive strategies, for example in the Horn of Africaandin
the Sahel. Through its common security and defence policy (CSDP), the EU runs 18 missions and

For detail, see previous editions of this study.

However, this year's global peace index does not fully reflect the impacts of the war in Ukraine. According to the
report, 'the outbreak of war in Ukraine has impacted global peacefulness in multiple ways, much of which will be
captured in next year’s GPI'. This isalso the case for other datasets presented in this study.
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operations, making it one of the United Nation's main partners in peacekeeping. To help partners
withstand sometimesviolent attacks on their democratic structures by domesticilliberal forces and
external authoritarian powers, the EU has been strengthening its tools to support democracy all
over theworld.

In 2021, the EU continued to advance its work on countering new threats to peace, such as
disinformation, cyber-attacks and climate change. New elements strengthening EU security and
defence capabilities were implemented with the aim of boosting EU strategicautonomy, including
its capacity to work for peace and security. These elements of 'hard power', together with the EU's
long-standing experience in the practice of soft power, form the backbone of its action for peace
and security.

The EU also continues to be a staunch promoter of multilateralism at global and regional levels to
counter global threats, such as the proliferation of weapons of mass destruction, terrorism and
global health crises, including the economic and humanitarian consequences of the coronavirus
pandemic across the world. The EU's immediate neighbourhood is a consistent focus in its work,
with the aim of building resilience and upholding peace and democracy, both now seriously
challenged at the EU's eastern border by Russia's war on Ukraine.

Looking to the future, peace and security are increasing in complexity. Even in Europe, the war in
Ukraine has shown thatthe assumption of sustained peace can no longer be taken for granted. The
effects of the war on Ukraine reverberate around the world in the form of diminishing food and
energy security, inflationary pressures, economic crisesandglobal polarisation. New types of threats
and destabilising factors such as pandemics, climate change, foreign interference in democracy,
cyber-attacks and bio-terrorism, as well as various types of hybrid warfare, call for innovative
thinking and new types of resources and solutions. While the EU has made significant progress in
furthering its aim of strengthening its presence and efficiency in the area of peace and security, more
remains to be done. The 2021-2027 multiannual financial framework (MFF) is focused on
streamlining the EU's programmes and instruments to allow for sufficient flexibility to respond to
unforeseen threats, while also implementinginnovative financial instruments.

While the EU's quest for flexibility, efficiency and innovation in recent years has been underpinned
by the strategicgoal of empoweringthe EU in its global role as a promoterof peace and security, no
event has made the urgencyof this challenge as evidentas Russia's war on Ukraine. While adapting
to the new realities of the international order and the rapid technological, environmental and
societal changes of our times, the war has also precipitated bold and rapid change in the EU's
capacity to act for peace and security, suchas unprecedented sanctionsand support for substantial
arms deliveries. Adapting to the rapidly transforming world has meant that the EU has to become a
more autonomous, strategicand holisticactor for peace andsecurity by bringing together elements
of normative, soft and hard power with steadfastness and resilience.
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1. Introduction

1.1. Peace and security under the shadow of Russia's war on Ukraine

The attack on Ukraine launched on 24 February 2022 marked a paradigm shift in the EU's thinking
about peace and security. Russia's unprovoked and unjustified invasion of Ukraine, shattered long-
held views that war in Europe was a 'thing of the past'. The full spectrum of global repercussions of
the war is still unknown, but its multiple domino effects, challenging European and international
peace and security, continue to unfold: economic crises, energy shortages and food insecurity are
some of the many such effects which are known to function as multipliers of conflict and instability

(seeFigure1).

Figure 1 - Effects of Russia's war on Ukraine
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War-related disruptions to supply of Russia's top
Petroleum 35 %exponsand their soaring prices affect crucial economic
sectors in the EU and worldwide. Importantly, the

Gold 4% EU is Russia's top energy client, having imported
=18 Coal 4% 27 % of its oil and 46 % of its coal from the country
_ Silver2% in 2021. Since Russia and Ukraine provide over a
third of global wheat exports, the war poses a

— Wheat 2 %

serious risk of a food crisis in many regions of the
world, which also exacerbates the rise of global
inflation. Shortages of gold and silver may affect
many industrial sectors such as electronics, batteries, automotive and machinery.

Energy

EU dependency on Russia in gross available energy

41% ) 36% ) 19%
Natural gas 0il Coal

Data source: EPRS, 2022

Exports of wheat by Russia and Ukraine

Russia and Ukraine are key agricultural players
which, combined, export nearly 12 % of the food
calories traded globally, and are major providers of
basic agro-commaodities, including wheat, maize
L Bangladesh 6 %2nd sunflower oil. Together, they supply around
—L . 90 % of cereal imports in eastern Africa countries,
Indonesia 5 % and over 50 % in North Africa and the Middle East
Pakistan 5% (analysis of EU Commission — see global food
security - cereal imports). Although EU sanctions
imposed on Russia and Belarus do not target
these agricultural commodities, global food supply is negatively affected by a
significant reduction of cereal exports from the countries at war.

Egypt 21%
Turkey 16 %

Key products dependency
EU import dependency on Russia
Iron and steel n
ingots
Coke
7
4%

Nickel

Fertilisers

Wood

Change in cost of food basket
Sudan

Sya
Yemen
Ethiopia
Sierra Leone

Russia's war on Ukraine has led to disruptions in food exports from Ukraine,
Russia, and a number of other countries implementing policies to preserve
their national food security. Compounded with previous rises in prices due to
the coronavirus impacts and dimate shocks, the FAO Food Price Index reached
an all-time high in March 2022 and was still in April 2022 nearly 30 % above
its April 2021 value. Eastern African countries which import 90 % — and Middle
Eastern and North African countries over 50 % — of their cereals from Ukraine
and Russia are among the most impacted. Higher prices and shortages also
seriously affect food assistance to fragile countries.

Moreover, as a manifestation of a widening rift between authoritarian statesandliberal democracies
and of heightened competition among theworld's great powers, the war also challenges the ability
of multilateralinstitutionsto safeguard world peace. Some of the new dividinglines became evident
when, on 2 March 2022, the United Nations General Assembly (UNGA) convenedin a special session,
and adopted with a broad majority (141 votes in favour, 5 against, with 35 abstentions and
12 absentees), resolution ES-11/1 reaffirming Ukraine's sovereignty and territorial integrity. The
resolution condemns Russia's invasion of Ukraine and calls for the unconditional withdrawal of
Russian forces from Ukraine (see Figure 2). Russia's United Nations Security Council veto on action
on Ukraine adds renewed momentum to longstanding debate about the reform of that body and
of the UN more widely, including European Parliament calls for comprehensive reform.? As several
analysts maintain, the war on Ukraine has further exposed the geopolitical fault lines and great

3

|. Zamfir, European Union involvement in the United Nations system, EPRS, European Parliament, September 2020.
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power rivalries of the current environment, which challenge the capacity of multilateral institutions
to act as loci of crisis managementand of consensual solutions.*

The European Union (EU) has condemned the Russian military aggression against Ukraine in the
strongestpossible terms. In the face of an attack on their neighbouring country, the 27 EU Member
States (EU-27) reacted with unprecedented unity to provide humanitarian, financial, diplomaticand
even military supportto Ukraineand to supporttheresilience of other countriesin the region.’ The
EU has leveraged its partnershipsaround the world by coordinating swiftly and consistently with its
partners onallthese fronts.

Figure 2 - International reactions to Russia's war on Ukraine
(UNGA resolution A/RES/ES-11/1)

I Support the UNGA resolution ® Defence aid [ Voted against the UNGA resolution

7/ Have imposed sanctions on Russia 8 Abstained in UNGA resolution Absent at the UNGA vote

Source: EPRS2022.

Russia's actionsand their consequencesbring traditional warfare back to European debates, as the
most pressing threat to peace and security. However, they do not occur in a vacuum. The Covid-19
outbreak, nowintoits third year, hasalso fundamentally altered understandings of security and has
led thinking about how to preserve security in the face of new frontlines linked to digital,
environmental and supply chain issues, among others. The pandemic, the subsequent national
lockdowns and their implications for people, the economy, societies, ideas and identities, have
spurred a rethink of notions that had become partof the policy community's glossary. Globalisation,
freedom of movementand individual liberties have had new nuances attached to them. At the same
time, the impact of Covid-19 on the economy, disinformation, cybersecurity, democracy, state
fragility, energy insecurity, violent conflict, terrorism, and weapons of mass destruction, illustrate
the scale of the challenges to the promotion of peace and security,one of the main goals of the EU

4 E Lazarou, The Future of Multilateralism and Strateqgic Partnerships, EPRS, European Parliament, September 2020.

> The support provided to Ukraine is analysed in detail throughout this study.
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and its foreign policy. Alarmingly, the same categories of threats, accentuated by the pandemic®
arethosethatnowgrowduetothewarto Europe's east.

Both events, the war and the pandemic-and not least their quasi-simultaneous occurrence — have
exposed a key weakness in policies pursuing peace, security and prosperity: the ability to deal with
the unexpected and the need for preparedness. Preparedness to counter traditional and non-
traditional threats — globally and in the EU - has been tested, and found, if not inadequate, then
displaying room for improvement. In his address to the UNSC in May 2020, the High
Representative/Vice-President Josep Borrell (HR/VP) stated: 'the coronavirus pandemic haslaid bare
the fragilities of a hyper-globalised and interdependent world. We must learn the lesson and take
seriously how human and planetary health are linked, and how inequalities make us more
vulnerable'.” The pandemic was indeed, a 'wakeup call', in terms of preparedness and resilience,
which are prerequisites for the maintenance of peace and security.® Russia's war on Ukraine has
made the need for resilience even more urgent. However, it has also highlighted the need for
capacity to actin the defence of peace.In an address to the EuropeanParliament, on 1 March 2022,
the HR/VP unequivocally stated the urgency for the EU to 'amplify our reflection, adjust our means
and anticipate ourresponses'.

In the wake of the pandemic, leaders and experts worldwide acknowledged that threats to peace
and security can be caused by non-traditional security threats, such as virusesand extreme weather
events. The tragic reality of a (so far) conventional war on the territory of an EU neighbour in the
21st century is a harsh reminder that traditional threats are also here to stay. In a world already
marked by heightened geopolitical tensions and declining security guarantees, of war and
'weaponisationof everything',°the EUis called upon to realise its maximum potential as an actorin
defence of peace and security: in the words of HR/VPBorrell, to speak and to act the language of
ower.

European public opinion, which has consistently supported the further development of a common
EU security and defence policy in recent years, has also largely manifested solidarity for Ukraine.
Eurobarometer polls carried out in May-June 2022 with a focus on citizens' attitudes towards the
war in Ukraineand the EU response, indicate high and rising public backing fora common security
and defence policy among EU Member States.' Support for common EU action in the field of
security and defencerose from 77 % of respondentsin the previous year, to 81 % in the first half of
2022. Even in the Member State with the lowest support for common security and defence policy
(CSDP) - Austria — two-thirds of citizens (67 %) express a positive view. The support is almost
unanimous in Member States suchas Estonia (90 %), Cyprus (89 %), Poland (88 %), Germany (87 %),
Spain (87 %) or Luxembourg (86 %).

Asrevealed in the same survey, a large majority of EU citizens have a positive view of EU measures
torespond to the war in Ukraine. Overthree-quartersapprove of welcoming refugees from Ukraine
(88 %), EU economic sanctions against Russia (80 %), EU financial support to Ukraine (80 %), while
two thirds agree with the EU financing the purchaseof military equipmentfor Ukraine (67 %). Large
majorities also support increasing military cooperationin the EU and reducing energy dependency
on Russia.

Peace and Securityin 2021:Overview of EU action and Outlook for the Future, EPRS, European Parliament, June 2021.

EU High Representative/Vice-President Josep Borrell, United Nations Security Council: Opening remarks, May 2020.
Josep Borrell Fontelles, European foreign policy in times of Covid-19, EEAS, March 2021.

M. Galleoti, The Weaponisation of Everything: A Field Guide to the New Way of War, Yale University Press, 2022.
Eurobarometer Key Challenges of our Time, June 2022.
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Figure 3 — Support for EU policies
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Data source: Eurobarometer Key Challenges of our Time, June 2022

1.2. A geopolitical EU and the return of war to Europe in a volatile
security environment

'Thereturn of war in Europe, with Russia's unjustified and unprovoked aggression against Ukraine,
as well as major geopolitical shifts are challenging our ability to promote ourvision and defend our
interests'. This is the opening phrase of the introduction to the European Union's European Union
Strategic Compass, a document adopted in 2022, and intended to guide the EU's security and
defence action for the coming years. Notably, the Compass's stated aim is to achieve 'a European
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Union that protects its citizens, values and interests and contributes to international peace and

security"."

Figure 4 — EU publicopinionon the EU response to the war in Ukraine
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Ukraine

While war may be a new elementin the EU lexicon, the trend leading to it is not. In fact, for overa
decadeit has been common to say that theworld is leaving a period of relative stability to enter a
time of profound transformation of the global order. The past decade has been characterised by
volatility and disruption, leading to continual adaptation and transformation at local, regional and
global levels alike. For some analysts, global instability has been 'the new normal' throughout the
past decade, > with disorder and tension having gradually replaced two decades of relative global
stability. Since 2012, conflicts have been on the rise, with the number of civil wars and attacks
perpetrated by states andarmed groupsincreasing for the first time in a decade. Violent extremism,
terrorism and hybrid threatshave grown to constitute new sources of major risks to security, peace
and stability around the world. In 2021, perhaps unsurprisingly, the World Economic Forum (WEF)
ranked infectious diseases as the top globalrisk in terms of likelihood and impact. Livelihoodcrises
and environmental threats, such asextreme weatherevents and failure of climate change mitigation

" For more on the Strategic Compass, see the chapter on security and defence policy in this study.

2 R.Muggah, The UN has a plan to restore international peace and security — will it work?, World Economic Forum, 2016.
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follow and are joined by weapons of mass destruction as thetop existential threat. Cyber insecurity
is stillone of the top 10 risks and threats.”

The multidimensional nature of the emerging threats necessitates new approaches to peace and
security, merging conventional notions of power with new scientific methods, including foresight,
to assess the impact of variables such as natural resources, demographics and technology in the
formulation of policy. In the words of the EU Global Strategy (EUGS), 'we live in a world of predictable
unpredictability’ (see Figure 6). As early as 2019, the European Strategy and Policy Analysis System
report on Global Trends to 2030 suggested that the EU was facing a moment of choice between
'strategic action' and 'strategic inaction'. Beyond the urgent need to address Russia's aggression
strategically, dealing with China's global role, population movements, disruptive technologies,
accelerating climate change, economicand food crises around the world —to only name but a few
challenges —haveall brought pressure to bear on the EU to provide for a concrete and targeted EU
external action response. An understanding of the current global risks landscape necessitates
concepts and knowledge going far beyond the traditional interpretations of war and peace. This is
why the European Parliament hasundertaken to map the structural risksfacing the EU on a regular
basis, as well as the EU's capabilities and gaps in its capacity to address theserisks.” These studies
have underlined the need for increased anticipatory governance, structured contingency planning
and stress testing of existing and futurepolicies.

In this environment, global actors of all kinds have found themselves in a process of reconsidering
and adapting their strategies with regard to security and the preservation of stability. Recognition
of new threats to peace and security is reflected in the national security strategies (or equivalent
strategic documents) of all the UNSC members, the EU and other G20 states, some of which are
summarisedin Figure 5. The EU Global Strategy, presented in 2016, echoes concern aboutthe state
of the world, labelling the present as 'times of existential crisis, within and beyond the European
Union'. The Strategic Compass, which included an unprecedented joint EU-27 threat analysis to
produce a shared assessment of the strategic environment, concurs that 'the spectrum of threats
has grown more diverse and unpredictable'. Thesekey strategic documents detail threats including:
continuing violation of European security in the east; the rise of terrorism and violence in North
Africa and the Middle East,as well as within Europe itself; lagging economic growth in parts of Africa;
mounting security tensions in Asia; disruption caused by climate change; the exertion of foreign
influence through the spread of disinformation; and weapons of massdestruction.

World Economic Forum, Global Risk Report, 2021.
4 ESPAS report, Global Trends t0 2030,2019.

European Parliament, Towards a more resilient Europe post-coronavirus. An initial mapping of structural risks facing
the EU, EPRS with DG IPOL and DG EXPO, European Parliament, July 2020; and European Parliament, Towards a more
resilient Europe post-coronavirus. Capabilities and gaps in the EU's capacity to address structural risks, EPRS with DG
IPOL and DG EXPO, October 2020; E. Bassot and A Cahen, Future Shocks 2022: Addressing risks and building
capabilities for Europe in a contested world, EPRS, European Parliament, April 2022.
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Figure 5 — Threats to peace and security recognised in strategic documents
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Figure 6 — Threats to peace and security in the current global environment
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Figure 7 — Military spending of major global actors
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In responseto the challenging security environment, globalactors such as Russia, China and India,
have been boosting their defence spending (see Figure 7) for years. Global military expenditure
arew by 0.7 % from 2020 to 2021, reaching the two trillion US dollar mark for the first time
(US$2 113 billion). Defence spending in Europe also reached levels not seen since before the
financial crisis, with an increase of 24 % from 2011 until 2021, and with a total expenditure of
US$254 billion. The EU's response to the need for a stronger and more capable EU in security and
defence matters was initiated by the Juncker Commission and is being taken forward by the
vonder Leyen Commission, which for the first time established a Directorate-General for Defence
Industry and Space (DEFIS), operational since January 2020.'

The Global Peace Index, an annual report produced by an Australian think tank, the Institute for
Economics and Peace (IEP), confirms that in 2022 global peacefulness continuesto deteriorate for a
third consecutive year."” The reportalso notes that, in 2021, violence (including war) cost the global
economy US$16.5 trillion in purchasing power parity terms — equivalent to 10.9% of the world's
gross domestic product (GDP).

1.3. The EU and the pursuit of peace and security: institutional and
strategic dimensions

In 2012, the EU received the Nobel Peace Prize for advancing the causes of peace, reconciliation,
democracy and human rights in Europe by transforming it from 'a continent of war to a continent

6 E. Bassot and W. Hiller, The Juncker Commission's Ten Priorities, EPRS, European Parliament, 2018; E. Bassot, The
von der Leyen Commission's prioritiesfor 2019-2024, EPRS, European Parliament, 2020.

7" The deteriorationis 'slight', which is likely due to the fact that the report only partially captures the effects of the
invasion of Ukraine. See Global Peace Index, Institute for Economics and Peace, 2022.
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of peace'.”® More than six decades after two world wars that had devastating consequences, the
achievement of peace in the part of the continent that constitutes the EU is hailed as one of the
Union's major achievements, and is enshrined in its Treaty as one of its main aims (Article 3 of the
Treaty on EuropeanUnion - TEU)."™

The promotion of peace globally is one of the fundamental pillars of the EU's external action.
Article 3(5) TEU lists the contribution to peace firstamong the objectives of the EU's relations with
the wider world, alongside security, sustainable development, the protection of human rights and
others. These objectives guide the EU in all facets of its external action, including EU common
foreign and security policy (CFSP); development cooperation; economic, financial and technical
cooperation; humanitarian aid; common commercial policy; enlargement and neighbourhood
policy. It follows that the promotion of peace goes hand in hand with any type of EU engagement
with the world.?In that sense, theEU's foreign policy derives directlyfromthe verynature of the EU
itself and its ambition to achieve long-lasting peace through integration. This inherent principle
places particular emphasis on multilateral cooperation, the primacy of diplomacy (as opposed to
coercion), the use of mediation to resolve conflicts and the promotionof humanrightsand the rule
of law.”

Since the CFSP came into being with the Treaty of Maastrichtin 1992, it has become increasingly
clear that to pursue the aims of its external relations effectively, theUnion needsto be able to speak
with one voice and take common - or coordinated - action.?? The firstissue was addressed by the
Treaty of Lisbon, which created the position of the 'High Representative of the Union for Foreign
Affairs and Security Policy' (HR/VP). Appointed for a five-year term, the HR/VP steers EU foreign
policy, represents the EU in diplomatic negotiations and international forums, including the UN,
coordinates the EU's foreign policy tools, and helps build consensus between the 27 EU Member
States. The High Representative, currently Josep Borrell, is assisted by the European External Action
Service (EEAS), the European Union's diplomatic service, also created by the Treaty of Lisbon.On a
substantive level, the first major effortto strengthen the EU's presence as a global actor, by defining
specific principles, aims and tools,was the 2003 European Security Strategy (ESS) and, more recently,
the 2016 EU Global Strategy (EUGS).” The Treaty of Lisbon alsoreinforced the European Parliament's
powers in the CFSP, creating more space for scrutiny. Parliament also shapes the CFSP through its
budgetary powers, which also include the power to decide on the EU financial instruments that
sustain the EU's activities outsideits territory. Article 36 of the TEU requires the High Representative
to consult Parliamentregularly on the principal aspects of and choices made under the CFSP, and
toinform Parliament of the policy's evolution.

Beyond the CFSP, the EU's pursuit of global peace and security is carried out through a number of
its policies (analysed furtherin this study). The promotion of peaceis also the goal of the EU's active
participation in mediation and diplomacy, including throughthe UN.

With the establishment of the common security and defence policy (CSDP) the EU also began to
engage in crisis-management activities outside its territory, aimed at 'peacekeeping, conflict

European Union receives Nobel Peace Prize 2012, European Union, Brussels, 2012.

Consolidated Versions of the Treaty on European Union and the Treaty on the Functioning of the European Union,
Official Journal of the European Union, 2016.

20|, Manners, Normative Power Europe: A Contradiction in Terms?, Blackwell,2002.

21 S Keukeleire and T. Delreux, The Foreign Policy of the European Union, Palgrave Macmillan, 2014.

22 Common foreign and security policy, EUR-Lex.

23 P, Pawlak, A Global Strategy on foreign and security policy for the EU, EPRS, European Parliament, 2016.
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prevention and strengthening international security' (Article 42(1) TEU), in line with the UN Charter.
Today, the EU is a major actor in peacekeeping, through its own peacekeeping operations, as well
as together with the UN, with which it has been cooperating systematically at strategic and
operationallevels.In 2021, the EU and the UN decided to extend this strategic partnership to new
priorities, to respond more effectively tothe evolving threat landscapeand cross-cutting challenges,
such as climate change, disruptive technologies and misinformation, and the consequences of the
global Covid-19 pandemic.?* The UN recognises the EU as one of its most important regional
partners in peacekeeping, both for its operational capacity but also due to the broad convergence
of norms and values. Moreover, the EU and its Member States contribute around 32 % of the funding
for UN peacekeeping.? Sanctions are also an important part of the EU foreign policy toolbox (see
next section).

The commitment to multilateralism is one of the cornerstones of the EU's action for peace and
security. Multilateralismlies at the core of the EU's identity, and of its strategy to promoteiits values
and defend its interests. The TEU (Article 20(1)), the 2003 European Security Strategy (ESS), and the
2016 EU Global Strategy (EUGS), aswellas the CommissionPresident's political guidelines, reiterate
the EU's dedication to the promotion and upholding of the rules-based global order, with
multilateralism as its key principle and the UN at its core. In February 2021, the EU adopted a new
strategy on strengthening the EU's contribution to rules-based multilateralism, which among other
things statesthat 'ina world of increasing geopolitical tensions, conflicts and threats to international
andregionalstability, the EU has a deepinterestin enhancing its efforts to prevent conflict, promote
peace and security, uphold fundamental values and strengthen its capacity to act, together with
other partners'.

The EUGS, presented in 2016 by former HR/VP Federica Mogherini, guides the EU'saction in all areas
of externalrelations encompassing itswork on peace.? The EUGS's connected, contested and more
complex world remains a reality today, but the need for action has arguably become more urgent.
The EU High Representative Josep Borell has emphasised? that EU foreign policy is unfinished
business and the EU needs to become a real global player. According to the HR/VP, through the
Ukraine war, 'Europe's process of learning how to use the language of powers is speeding up'®
Although placing greater focus on security and defence policy, the Strategic Compass complements
the EUGS by providing a shared threatassessment, as mentionedabove, as well as by outlining key
plans for action for the preservation of peace and the mitigation of threats.

To implement its strategicgoals for the pursuit of peace and security, the EU is mobilising all tools
at its disposal in a coherent and coordinated way to strengthen all dimensions of foreign policy in
accordance with its values. Coordination and coherence in external action is a key priority in the
vonder Leyen 'geopolitical Commission'. External policy is therefore systematically discussed and
decided upon by the College. A specific Group for External Coordination (EXCO) was created to
prepare the external aspects of College meetings on a weekly basis and to enhance coordination

24 See EU Council, Conclusions on taking the UN-EU_strategic partnership on peace operations and crisis management
to the next level: Priorities 2022-2024.

Reinforcing the EU-UN strateqic partnership on crisis management, Factsheet, EEAS, 2020.

25

26 For more detail, see previous versions of this study, and P. Pawlak, A global strategy on foreign and security policy for

the EU, EPRS, European Parliament, 2017.

27 ). Borell, Making the EU a global player, blog post, February 2021.

28 |dem, The value of Europe: Statement by High Representative/Vice-President Josep Borrell on Europe Day, May 2022.
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between the Commission and the EEAS.? In her political priorities, President von der Leyen drew a
link between peace and power:'Europe has always gained its power through peace, and its peace
through power' and pledged to strengthen the EU's global action. To achieve this objective, the
mobilisation and cooperation of all relevant EU institutions,actorsand instrumentsis a prerequisite
to delivering peace and security (see Figure 8).

29 E. Bassot, The von der Leyen Commission's prioritiesfor 2019-2024, EPRS, European Parliament, 2020.
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Figure 8 — Peace and security: Who does what in the EU institutions?
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1.3.1. Spotlight on sanctions: How EU sanctions work to promote peace and
security objectives

Oneof the EU's foreign policy tools that has received increased attention in the context of Russia's
war on Ukraine is the option to impose sanctions. Sanctions or restrictive measures are one of the

Figure 9 — Three major categories of sanctions
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EU sanctions are always targeted and form part of a comprehensive approach, including political
dialogue, incentives, conditionality and — as a last resort — coercive measures. Autonomous
sanctions are often implementedin cooperationwith other statesor regional organisations.

Restrictive measures imposed by the EU may target governments of non-EU (third) countries, or
non-state entities and individuals (such as terrorist groups and terrorists). The types of sanctions
used include diplomatic sanctions (expulsion of diplomats, severing of diplomatic ties, and
suspension of official visits); suspension of cooperation; trade sanctions (general or specific trade
sanctions, arms embargoes); financial sanctions (freezing of funds or economic resources,
prohibition of financial transactions, restrictions on export credits or investment); flight bans;
boycotts of sports or cultural events, and restrictions on admission.

Figure 10 - Arms embargoesimplemented by the EU
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Arms embargoes may be applied to interrupt the flow of arms or military equipment to conflict
areas or toregimesthatare likely to use them for internal repression or aggressionagainst a foreign
country. Armsembargoesgenerally comprise prohibitions on the sale, supply, transfer or export of
arms and related material.

EU arms embargoes - in the form of UN mandatory, EU supplementary or EU autonomous
sanctions — are currently in place against 19 states or non-governmental forces operating within a
specific country. Moreover, arms embargoes are in place against two terrorist organisations —
Al-Qaeda and ISIL/Da'esh —and associated entities. Reviewed at regular intervals, the Council of the
EU decides whether EU sanctions should be renewed, amended or lifted. The European Parliament
does not have a formal role in the adoption of CFSP sanctions, but it has the right to be informed.
Traditionally, most EU sanctions programmesare geographical in scope, and are therefore applied
to individuals and organisations linked to a particular country. However, the EU also has four
thematic programmes with an international scope - the most recent of these was adopted in

EU sanctions against Russia

Since Russia unprovoked and unjustified military aggression against Ukraine in February 2022, the EU
has adopted six sanctions packages - on 23 February, 25February, 2 March, 15 March, 8 April and
3 June 2022. Measures range from targeted sanctions against 1 158 individuals and 98 entities, to
restrictions on key economic sectors, and consist of the following:

» Asset freezes and visa bans for people who have been instrumental in undermining Ukraine's territorial
integrity and sovereignty. Listed individuals include Russian President Vladimir Putin, Defence Minister
Sergey Shoigu and Foreign Minister Sergey Lavrov, Members of the Russian Government and the Russian
State Duma, military officials and staff, propagandists, businesspersons and oligarchs (in the finance,
energy, digital and metallurgical sectors).

» Financial sanctions that comprise bans on transactions with all state-controlled banks and certain
state-owned enterprises; a ban on financial deposits from Russia in EU banks exceeding €100 000; a
ban on transactions from EU bank accounts belonging to Russian clients and provision of credit
rating services to Russian individuals and entities; prohibition of the sale of euro-denominated
securities to Russian clients and transactions with the Russian Central Bank, as well as exclusion of
several banks from the SWIFT financial messaging system.

» Export bans covering the transfer of arms, goods and advanced technology to Russia, e.g,
semiconductors, avionics equipment, maritime navigation and radio communication technology; the
sale of jet fuel, aircraft and spare parts for the Russian airline industry; the sale of luxury goods, including
certain wines, spirits and precious stones over €300 and cars, boats and aeroplanes over €50 000.

» A ban on the import of Russian goods and products, i.e., coal and other solid fossil fuels, iron, steel,
wood, cement, seafood and liquor.

» A prohibition on Russian planes and private jets from entering EU airspace and Russian flagged
vessels from entering EU ports. Russian road transport companies are banned from transporting
goods within the EU.

> Suspension of broadcast activitiesin the EU by Russian state-owned propaganda channels, i.e., Russia
Today, Sputnik, Rossiya RTR/RTR Planeta, Rossiya 24/Russia 24 and TV Centre International.

» A ban on the import of Russian crude oil and refined petroleum products was introduced in the sixth
sanctions package. The process of phasing out energy dependency will take from six months for
crude oil and eight months for other refined petroleum products.

The six rounds of sanctions aim to hinder the Russian Federation's long-term economic and technological
advancementand, therefore, its ability to wage wars. A number of exceptions were granted for humanitarian
aid and food transport.
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December 2020, and covers a wide range of human rights violations. The remaining three
programmesconcernterrorism, chemical weaponsuse,and cyber-attacks.

Impact of sanctions on Russia

The Russian government has adopted several measures, including capital controls, increased
interest rates and liquidity provisions for banks, to stabilise the economy and bring the rouble to
pre-war levels. However, sanctions have contributed to a rise in prices, a surge in inflation (from
8.7 % in January 2022 to 17.1 % in May), and a decline in Russia's GDP growth rate from 5.6 % in
January 2022 to -3 % in April2022. Initial expectations of a crash in the Russian currency and
economy (‘the rouble was almost immediately reduced to rubble', tweeted American President
JoeBiden on 26 March 2022), were not fulfilled. To the contrary, from 24 February 2022 to
24 June 2022, the Russianrouble appreciated 62 % against the euro and 66 % against the US dollar.

Additionally, since the adoption of sanctions, the country has experienced shortages in everyday
products and technology needed for the development of certain sectors. For instance, factories,
including automobile plants, have ceased work due to the unavailability of previously imported
parts, airports have stopped operating, and unemployment is growing as foreign companies
withdraw their activities from Russia. Moreover, trade levels are significantly reduced and the value
of import volumes for 2022 is expected to fall by 25 %.

Experts estimate thatdue to sanctions introduced by the Western countries, around half of Russia's
US$630 billion reserves remainsinaccessible, howeverRussia's central bank can still access its gold
reserves and the 13 % of its reserves held in Chinese yuan. Some actors proposed to seize these
frozen assetsheld by Russia's central bank, but US Treasury Secretary and former Chair of the Federal
Reserve (2014-2018) Janet Yellen stated on 18 May 2022, that 'it would not be legal now in the
United States for the government to seize those assets".

1.3.2. Working with neighbours for peace

In a world of changing geopolitics and trans-border threats, geography matters immensely
(Robert Kaplan). The stability and security of the EU's neighbourhood is intrinsically linked to the
EU's own peace and security, and is thefirststepping stone in the promotion of peace and prosperity
abroad. Currentcrisis and conflicts on the EU borders, as well as the Covid-19 pandemicand war in
Ukraine serve as a reminder of the crucial relationship between the EU's security and that of its
neighbours. Asnoted in the Global Strategy, working with neighboursis a prerequisite for enlarging
the space for stability, security and prosperity, and a priority for HR/VPBorrell, including, or even
more so, in the face of the pandemic.

The EU's enlargement and neighbourhood policies are thus critical tools in the pursuit of peace
externally and ensuringtheir continuity and efficiency is a key goallooking forward. As noted in the
new 2019-2024 Strategic Agenda, the EU aims to continue to pursue an ambitious and realistic
neighbourhood policy, and develop a comprehensive partnership with Africa to work towards
global peace and promote democracy and human rights. Stabilisation of the neighbourhood and
acceleration of the enlargement process were clearly defined as the geopolitical priorities of the
new Commission. In her political Agenda for Europe, the Commission President reaffirmed the
European perspective of the Western Balkans, and the Commission's enlargement strategy for the
Western Balkans offered the region's six countries a 'credible strategy'. On 25March 2020, the
Council opened negotiations with Albania and North Macedonia.** The Commissioner for

30 Council conclusions on enlargement and stabilisation and association process — Albania and the Republic of North

Macedonia, 25 March 2020.
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Neighbourhoodand Enlargement, Olivér Varhelyi,announced a revised enlargement methodology,
which aims to strengthen the process by improving tools to push reforms forward, notably on the
rule of law and the economy. This renders the accession negotiations more credible, more
predictable, more dynamic and guided by a stronger political direction.*’ The Commission's new
proposals envisage further integration of Western Balkan countries into EU policies, programmes
and markets, which would deliver some of thebenefits of EU membership even before accession. In
October 2020, following the EU-Western Balkans summit in Zagreb, the Commission adopted an
economic and investment plan for the Western Balkans to support economic recovery and
convergence, with a financial package of €9 billion that can leverage up to €30 billion of investment.
As regional cooperation and good neighbourly relations are key elements in the EU accession
process for all Western Balkan countries, the EU is supporting the Belgrade-Pristina Dialogue and
otherregionalinitiatives.*

The annual EU-Western Balkans summit took placein Brussels on23 June 2022. It reaffirmed the "full
and unequivocal commitmentto the EU membership perspectiveof the WesternBalkans' and called
for the acceleration of the accession process. It also reaffirmed the urgency of making tangible
progress in resolving outstanding bilateraland regional disputes, particularly the Belgrade-Pristina
Dialogue on normalisation of relations between Serbia and Kosovo. However, due to a veto by
Bulgaria, accession negotiations with Albania and North Macedonia have not yet started.
Furthermore, the Commission's proposal to lift visa requirements for Kosovo citizens is still pending
in the Council. The Commission maintainsits July 2018 assessmentthat Kosovo has fulfilled all visa
liberalisation benchmarks. Facing increasedfrustration and enlargementfatigue in the region,some
authors arguethat the EU could adopta new, gradual or staged EU accession mechanismthat would
allow increased EU financing even before accession.*

Looking to the main hotspots, the EU and its Member States remain key contributors of financial
(and other) support for the Western Balkans, and eastern and south Mediterranean countries,
including through the Neighbourhood, Developmentand International Cooperation Instrument —
Global Europe (NDICI-Global Europe) instrument of the current MFF, which entered in force in
June 2021. In addition, enlargement countries will be benéeficiaries of some €12.9 billion from the
Instrument for Pre-Accession Assistance (IPA lll) funds. The European Fund for Sustainable
Development (EFSD) will remain the financialarm of the EU External Investment Plan, which covers
investments in the EU's neighbourhood and Africa. Innovative financial instruments, such as the
European Peace Facility, aim to contribute to the stabilisation of the neighbourhood, financing
defence and medical facility programmes in Bosnia-Herzegovina (€16 million) and Ukraine
(€2 billion). Despite this EU support, the situation in several Balkans countries and in particular
Bosnia and Herzegovina remainsfragile, due tostalled electoral and constitutional reforms.3* As the
NDICI-Global Europe regroups 11 financial instruments from the previous MFF and covers a range
of bilateral and thematic programmes, the main challenge is how it will provide coherent positive
reinforcement effect and leverage.

31 B, Stanicek, A new approach to EU enlargement, EPRS, European Parliament, March 2020.

32 B, Stanicek, Belgrade-Pristina dialogue: The rocky road towards a comprehensive normalisation agreement, EPRS,
European Parliament, March 2021.

33 P.Mirel, In support of anew approach with the Western Balkans: Staged accession with a consolidation phase, Robert

Schuman Foundation, May 2022.

34 B. Stanicek, Bosnia and Herzegovina — Electoral and constitutional reforms: Political and legal analysis of the Ljubi¢

case and related legal decisions, EPRS, European Parliament, April 2022.
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On 28 February 2022, President Volodymyr Zelenskyy announced Ukraine's official request for
'immediate [EU] accession via a new special procedure'. In response, President of the European
Commission Ursula von der Leyenexpressed her support for Ukrainian membership. Following the
Ukrainian example, Georgia and Moldova signed requests to join the EU. On 10 March 2022, the
European Council acknowledged Ukraine, Georgia and Moldova's European aspirations and
European choice, and on 8 April 2022, President von der Leyen stated that the Commission would
prepare an opinion on Ukraine's request for EU membership.*® The Commission's opinions backed
candidate countrystatusfor both Ukraine and Moldova, underling theneed to speed up reforms, in
particular against corruption and in judiciary, as 'at present, the judiciary [in Ukraine] continues to
be regarded as one of the least trusted and credible institutions'. The European Parliament's
resolution on the social and economic consequences for the EU of the Russian war in Ukraine,
adopted in May 2022, supported Ukraine's EU bid, as well as financial support for the country's
reconstruction. On 23 June 2022, the European Council recognised the European perspective of
Ukraine, the Republic of Moldova and Georgia. The European Council decided to grant the status of
candidate country to Ukraine and to the Republic of Moldova; expressing its readiness to grant
Georgia candidate country status once the priorities specified in the Commission's opinion on
Georgia's membership application have been addressed.

The southern neighbourhood is facing its most severe challenges for decades, combining security
threats, economic deceleration and social tensions. War in Ukraine and historically high prices for
agricultural commoditiesaugur further politicaland social unrestin the Mediterraneanand beyond,
where countries are heavily dependent on imports from Ukraine and Russia. Egypt is typically the
world's largest wheat importer, buying more than 60 % of its wheat from abroad. Russian and
Ukrainian exports accounted for some 80 % of those imports in 2021.3® Some countries, such as
Libyaand Tunisia, arealso traversing institutional and democratic crisis. In February 2021, as part of
therenewed partnership with the southern neighbourhood, a financial package of up to €7 billion
was agreed under the €79.5 billion NDICI-Global Europe, including EFSD+ guarantees and blending
under the Neighbourhood InvestmentPlatform, to help mobilise private and publicinvestments of
up to €30 billion. Economic diversification, regional cooperation and better integration of young
people remain priorities. As one of its five key areas, the agenda focuses on peace and security with
a view to supporting countries in addressing security challenges and finding solutions to ongoing
conflicts.

35 See B.Stanicek, 'A stronger Europe in the world'in E. Bassot, The six policy priorities of the von der Leyen Commission:
State of play as the Commission approaches mid-term, EPRS, European Parliament, March 2022.

36 See B. Stanicek, Eqypt's foreign policy within a challenging regional context, EPRS, European Parliament,

October 2021.
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Figure 11 — European Neighbourhood and Enlargement, 2022
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1.3.3. Financing EU action for peace and security

The EU promotes peace and security worldwide through its external financing instruments in EU
policy in areas such as development, democracy support, security and defence. Together with its
Member States, the EU is a leading provider of official development assistance, the biggest
humanitarianaid donor,anda main trading partnerand foreign investor® for many of its partners.

EU budget for 2022

The start of the 2021-2027 Multiannual Financial Framework (MFF) coincided with the launch of the
Next Generation EU (NGEU) facility, aimed at the post-pandemic recovery and building further EU
resilience. The 2022 annual EU budget, the secondunderthe2021-2027 MFF, is set at €169.51 billion
in commitments (1.14% of EU-27 GNI), and at €170.60 billion in payments. This represents, in
current prices, an increase of 1.6 % in commitments, compared to the 2021 annual budget. The
policy priorities of the 2022 EU budget, as for the 2021 budget, have had to be adaptedin response
to thedramaticand dynamicsituation. Unlike thepandemic, this time the crisis requiring budgetary
adjustment is directly related to the peace and security situation at the border of the EU, namely
Russia's war against Ukraine. However, adjustments as a response to the complicated security
situation arerestricted on the one hand by the limited flexibility of the EU budget per se,and onthe
other hand by thefact that the EU budget is predominantly focusedon internal EU policies.

In 2022, Heading 6 'Neighbourhood and the world' accounts for €17 170 million in commitment
appropriations, split mainly between development cooperation and humanitarian aid. Of the total
allocation for the Heading, €12 717 million goes to the main instrument, the Neighbourhood,

37 EU budget for the future.Volume 20, Factsheets, European Commission, 2018.
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Development and International Cooperation Instrument (NDICI), which covers EU action with very
broad geographicaland thematic scope, including suchissues as climate change, migration, human
rights, democracy and rule of law, and security. The allocation for humanitarian aid amounts to
€1.8 billion, with the aim and purpose of saving and preserving lives, preventing and mitigating
human suffering, and ensuringthe integrity and dignity of populations affected by natural disaster
or man-made crises.

Figure 12 — EU budget with an external focus 2022
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Migration, border managementand security continue to be financing priorities in the 2022 budget
and are covered under Heading 4'Migration and border management' relating to internal policies.
With an allocation of €3 091 million in 2022, this heading is one of the smallest in the MFF, but
finances EU action of growing importance in such areas as strengthening external border control,
and migration and asylum, mainly under the Asylum, Migration and Integration Fund (AMIF) and
the Internal Security Fund (ISF).*®

On 18 May 2022, the European Commission and the High Representative presented an analysis of
the EU's defence investment gaps, and proposed further measures and action necessary to
strengthenthe European defence industrialand technological base.* It responds to Member States'
recently increased military spending and calls for stronger EU action in defence. The three main
types of defenceinvestmentgaps are gaps in defence expenditure, defence industrial, and defence
capability. Measures to address them focus on the joint acquisition of military equipment, on
strategic defence programming to set clearer priorities,and on providing support for the European
industrial base, including the strengthening of the European defence research and development
(R&D) framework, industrial manufacturing capacity,and the European Defence Fund (EDF). A short-
term EU instrument to reinforce defence industrial capabilities through joint procurement is
expected to be proposed for fast-track adoption, to support Member States to fillthe most urgent

38 A.D'Alfonso, A. Delivorias, M. Hoflmayr, K. Kowald, M. Pari and M. Sapata, with N. Foukalova, Economic and Budgetary
Outlook for the European Union 2022, EPRS, European Parliament, January 2022.

39 EU steps up action to strengthen EU defence capabilities, European Commission, 2022.
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and critical gaps together The Commission is ready to commit €500 million under the EU budget
over two years to incentivise Member Statesto address these needsin a collaborative way.

European Peace Facility

Operational since 1 July 2021, the European Peace Facility (EPF) is an instrument outside the EU
budget that providesthe financial means for the execution of operational actions with military and
defence implications under the CFSP that cannot be funded under the terms of the EU Treaties. It
also covers assisting foreign partners, including support by providing training, logistics and lethal
military equipment. It aims at enhancing the Union's ability to prevent conflicts, build peace and
strengthen international security. It replaces and enlarges the former Athena Mechanism and
African Peace Facility instruments.

The EPF budget has a financial ceiling of €5.69 billion in current prices for 2021-2027, with a
projected annual ceiling of €420 million in 2021, rising to €1 132 billion in 2027.%° Each EU Member
State contributes an amount to the EPF budget calculated according to the gross nationalincome
(GNI) distribution key.* The assistance measures underthe EPF adopted to date cover three regions:
the Eastern Neighbourhood, Western Balkansand Africa.

In the Eastern Neighbourhood, the biggest share of EPF funding is directed towards the Ukrainian
armed forces, with €2 billion provided for military equipment to support Ukraine in defending its
territory and population againstthe latest Russian aggression; and €31 million for field hospitals and
medical equipment, de-mining and engineering equipment, ground mobility, logistical assets and
cyber-defence. Funding for medical equipmentis also directed towards the Georgia defence forces
(€12.75 million) and the Republic of Moldova's armedforces (€7 billion).

In the Western Balkans, Bosnia and Herzegovina's armed forces are receiving €10 million from the
EPF for de-mining equipment, transport and medical vehicles. Another €6 million are allocated to
the Balkan Medical Task Force (BMTF), which involves the medical units of the Armed Forces of
Albania, Bosnia and Herzegovina,Montenegro, North Macedonia, andSerbia.

In Africa, the funding takes theformof either the provision of military equipment in relation to CSDP
missions/operations, or a continuation of support to military components of African-led Peace
Support Operations. Under the former, the Mozambican Armed Forces/EU Training Mission in
Mozambique receives €89 million and the Malian Armed Forces/EU Training Missionin Mali receives
€24 million. Of this latter amount, €600 million is allocated to general programmes supporting the
African Union in 2022-2024.

European Union response to the Russian War in Ukraine

Since 2014, the EU has provided over €17 billion in macro-financial assistance (MFA) to support the
implementation of an extensive reformagendain Ukraine.** Following Russia's war against Ukraine
in 2022, some ofthe existing programmes were refocused and new initiatives are being launched,
reflecting the EU's efforts to implement all possible EU budget flexibility. An additional €1.2 billion

40 B. Bilquin, The European Peace Facility: A new tool in action, EPRS, European Parliament, February 2022.

41 B.Immenkamp, European Peace Facility Investing in international stability and security, EPRS, European Parliament,

2021.

Assistance to Ukraine, European Commission, 2022.
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package of emergency MFA will support Ukraine in addressing its financing needs, to strengthen
the country'seconomic stability and resilience.”

Following Russia's invasion of Ukraine, the European Council adopted several decisions aimed at
helping Ukraine, the first of which was activation of the EPF. This EPF assistance is in two parts: the
first comprised €450 million for lethal arms and assistance (with the support of all Member States,
apart from Austria, Ireland and Malta); the second assigns €50 million in support for the Ukraine
armed forces, providing equipment and supplies such as personal protection, first aid kits and fuel.
All EU Member States participatedin this EPF measure.*

On 4 March 2022, the European Council decided on an implementing decision that qualifies
displaced people from Ukraine for temporary protection as people fleeing a war and offers them
quick and effective assistance and temporary protection within the EU.

The EU also delivers aid to Ukraine through the Civil Protection Mechanism, both directly to Ukraine
and through logistical hubs located in Poland, Romanian and Slovakia. This includes €10 million
worth of supplies under the rescEU Medical Stockpiles reserve, including first-aid kits, protective
clothing, disinfectants, tents, firefightingequipment, power generators and water pumps.*

On 24 March 2022, the European Commission announced* an additional emergency package of
€550 million. It includes €93 million for humanitarian aid programmes helping civilians fleeing
Ukraine (€85 million for Ukraine and€8 million for Moldova); €330 million assigned to anemergency
support programme, includingto help secure accessto basic goodsandservices; €250 million worth
of items of in-kind assistance via the EU Civil Protection Mechanism;and over €10 million worth of
additional supportfrom the rescEU medical stockpile.”

At its meeting of 24-25 March 2022, the Council agreed on the foundation of an EU Ukraine
Solidarity Trust Fund.*®Forits part,the European Bankfor Reconstruction and Development (EBRD)
distributed a €2 billion economic resilience package to support citizens, companies and countries
affected by the war on Ukraine.®

On 18 May 2022, the European Commission presented plans for an immediate EU response to
address Ukraine's financing gap and its longer-term reconstruction, following the European
Council's call to address the consequences of the war in Ukraine. While Russia's continued
aggression meansUkraine's overall reconstruction needsare not yet fully known, it is important to
plan the necessary medium to long-term support. The Commission therefore envisages proposing
to grant Ukraine additional MFA in 2022, in the form of loans of up to€9 billion, to be complemented
by support from otherbilateraland multilateralinternational partners, including the G7. This would
be paid in tranches with long maturities and concessional interest rates thanks to the guarantee
provided by the Union budget. However, this will require that EU Member States agree on making
additional guarantees available.*

43 EU disburses €300 million in emergency Macro-Financial Assistance to Ukraine, European Commission, 2022.

4% S Mazur, Russia's war on Ukraine: EU budget response, EPRS, European Parliament,2022.

45 European Civil Protection and Humanitarian Aid Operations: Ukraine Factsheet, European Commission, 2022.

4 Joint Statement by President von der Leyen and President Biden, European Commission, 2022.

47 EU solidarity with Ukraine, European Commission, 2022.

48 European Council, 24-25 March 2022, European Council, 2022.
49

R. Porter, EBRD unveils €2 billion resilience package in response to the war on Ukraine, European Bank for
Reconstruction and Development, 2022.

50 Communication: Ukraine relief and reconstruction, European Commission, 2022.
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1.4. Measuring threats to peace — Normandy Index

The modern definition of peace refers not only to 'anabsence of war', butalso includes elements of
wellbeing: we demand more from peace. This positive dimension of peace is difficult to measure, as
it is a continuum between inter-state war and positive public perceptions. The Stockholm
International Peace ResearchInstitute (SIPRI) argues thatthis continuum includes international (i.e.
wars, hybrid conflicts) and intra-national violence (i.e. gang or police violence, forced
displacements). Any measure of peace has therefore to take numerous dimensionsinto account. For
example, the IEP 'Positive Peace Index' (PPI) takes 24 indicators into account, ranging fromongoing
conflict, to the acceptance of the rights of others and societal safety.”' It thus tries to go beyond a
negative conception of peace as non-war, to show that qualitative peace includes a broad number
of dimensions.

The Normandy Index, prepared yearly by the European Parliament together with the IEP, adopts an
approach tailored by and to the action of the European Union, assessing the overall state of
'conflictuality’ of a given entityas a product of factorslinked to the main threats identified by the EU
in its external action strategy. As described above, the EU Global Strategy identifies the following
11 threats as the main current challenges to peace and security: terrorism, energy security, fragile
states, hybrid threats, violent conflicts, trans-border crime, economic crises, cybersecurity, weapons
of mass destruction (WMDs), climate change, anddisinformation.

The index uses 9 of these 11 threats as factors assigned equal weight in the final result for 137 UN
countries (with the EU-27 being counted as one). The Normandy Index adds the quality of the
democratic process to the 10above-mentioned factors, as democracy support is a core dimension
of EU external action. In addition, as analysed in the following sections, there is a strong correlation
between weak democratic processes and threats to peace and security. The Normandy Index is
therefore a tool to be used by EU policy-makers to assess countries most at risk in the world
according to the EU's Global Strategy. It is not a ranking of countries according to their peacefulness
butaranking of specificthreats to peace per country (see Figure 13).

51 Global Peace Index, Institute for Economics and Peace, 2017; Methodology: p. 114.
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Figure 13 —Normandy Index, 2022.
Normandy Index, 2022

Level of threat to peace
I

more at risk moderate risk less at risk
Rank Country NI :hr:::! Rank Country NI ‘h':::! Rank Country NI zh’:::l

1 Switzerland 839 — 0 4 Senegal 624 & 4 [@ Angola 58 a2
2 Norway 83 — 0 4 The Gambia 622 & 4 @ Kenya 540 — 0
3 Iceland 816 & 1 48 Bosnia and Herzegovina 62 ¥ 3 - Cote d'lvoire 532 & 4
4 Australia 814 & 1 48 Laos 622 A& 12 Djibouti 528 ¥ 5
5 Singapore 812 v 2 51 Tanzania 620 & 2 - Uganda 520 ¥ 16
6 New Zealand 802 — 0 52 Namibia 618 w 7 Haiti 53 & 2
7 (anada 177 = 0 53 SierraLeone 6M & 6 |9 Philippines 53 & 5
8 South Korea 7o 1 s Bolivia 613 & B Bangladesh 52 & 1
9 Uruguay 761 w4 5 Morocco 62 v 5 [w Algeria 52 v 8
0 Costa Rica 761 = 0 Bhutan 612 = 0 Nicaragua 520 & 3
n EU-27 754 a1 5 Ecuador 609 o 5 1w Ukraine 517 & 9
2 Mauritius 752 w4 Israel 6.09 M 8 Egypt 513 = o0
3 Malaysia 733 a2 s Tunisia 608 w v [ Congo 52 & 6
4 Japan 78 w4 e Malawi 607 w 4 s Zimbabwe 507 a1
15 Jamaica 2w 26 Timor-Leste 604 w 3 [8 Russia 506 a1
16 Botswana 707 =~ o & South Africa 596 a2 [0 India 502 = 0
7 North Macedonia 706 & 3 & Brazil 594 v 6 [l Sudan 498 a5
18 Vietnam 699 — o0 6 Papua New Guinea 59 v 2 - Burkina Faso 497 v a2
19 Trinidad and Tobago 694 = o0 & Benin 588 a1 [ Tajikistan 497 & 6
20 United Kingdom 691 & 1 &6 Jordan 586 s 2 - Colombia 495 w6
7 Moldova 690 & M Guatemala 58 w 1 Nigeria 492 w 3
n Dominican Republic 685 & 11 - China 585 & 6 - Lebanon 487 & 4
n Mongolia 685 w 4 Zambia 58 & 10 Turkey 481 w1
b1 Argentina 678 — 0 - World average 583 & 3 - Palestine 472 w4
u Panama 678 w1 Lesotho 580 w1 Iran 471 = 0
2% Albania 677 & 1 71 Kyrgyzstan 578 a2 [ Mozambique 469 & 1
7 Armenia 675 w -0 Turkmenistan 578 v -0 Eritrea 468 — 0
b Georgia 674 & 1 B Saudi Arabia 577 w4 [e Burundi 45 a1
b2l Ghana 672 w4 Madagascar 577 & 10 Cameroon 447 &~ 5
2 Serbia 665 & 5 15 Belarus 576 w u [ Niger Woa
2 Indonesia 665 w 4 %6 Eswatini 571 a5 i Ethiopia 439 a1
2 Oman 664 ¥ o @ Cambodia 569 v a5 Lm | Venezuela 43 — o
2 Qatar 664 ¥ 5 B Mexico 563 v 3 L Myanmar 436 v B
34 Montenegro 663 v 5B Nepal 561 ¥ 2 Mali 436 v 3
35 Kuwait 656 w 2 1 Liberia 561 & 7 [ Libya 4B — 0
36 United Arab Emirates 651 w 1 Guinea 561 & 3 Pakistan 410 — 0
3 Kazakhstan 649 & u & Honduras 55 w o [lE Iraq 409 — 0
38 Rwanda 643 & 4 United States. 559 ¥ % Chad 406 — 0
» Chile 640 & 5 |8 Thailand 555 & 2 [ Central African Republic 405 A& 1
39 Cuba 640 & 6 Equatorial Guinea 552 A& 10 North Korea 394 w2
[l Guyana 639 v 2 | 8% Bahrain 551 v 2 [ Democratic Republic of the Congo 38 a1
2 Paraguay 638 w 1 Mauritania 550 & 9 South Sudan 382 w41
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45 Azerbaijan 629 w 1 o Gabon 54 w2 [ Syria 319 = o
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Data Source: EPRSand IEP, 2022.
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As the Normandy Index attests, according to the WEF, Europe ranks consistently as the most
peaceful region in the world.*? In terms of positive peace, all 27 EU Member States rank within the

top 45 states on thelist, scoring 'very high'or 'high'in

Figure 14 — EU-27 Peace Profile

Peace Profile 2022
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Source: Normandy Index, 2022.

the level of positive peace.* By all accounts,
the level of threats to peace in the EU
remains very low compared with other
regions and countries. In the 2022
Normandy Index>* rankings, the EU-27 rank
as the 11th least threatened area in the
world. Energy security is the only dimension
where Europeis moreatrisk than the world
at large (see Figure 14). This has become all
the more challenging in the context of
Russia's war on Ukraine, given the EU's
dependency on Russia for oil and
particularly gas (see the chapter on tackling
energy security in this study).

At the same time, the EU's neighbourhood
continues to be subject of ongoing conflict.
Beyond the war in Ukraine, out of over
70 crises in the world monitored by the
International Crisis Group (ICG) Crisiswatch
global conflict tracker, severalarelocated in
countries negotiating their accession to the

EU, or with a European perspective or association agreement. According to the Normandy Index,
beyond Ukraine, EU neighbours including Turkey, Egyptand Lebanonare at serious risk. Thismeans
thatthe EU needs to continueits support for these countries in a decisive manner, as rising threats
for one country tend to spread to neighbouring regions.

52

53 Positive Peace Index, Institute for Economics and Peace, 2022.

54

These are the world's most peaceful regionsin 2020, World Economic Forum, 2020.

The index does not capture the effects of Russia's war against Ukraine because of the time elapse necessary to collect

data, therefore some country scores, particularly for Ukraine, should be considered in taking thisinto account.
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2. EU action to counterthreatsto peace and security

2.1. Non-proliferation of weapons of mass destruction

2.1.1. Russia's war against Ukraine: Reviving the nuclear threat

The most significant development regarding weapons of mass destruction (WMD) in recent months
has without questionbeen the Russianleadership'srepeated threatsto use nuclear weaponsin the
context of Russia's military aggression on Ukraine, which started on 24 February 2022.>° As experts
have pointed out, 'Russia’s attack on Ukraine marks the first time that nuclear blackmail has been
used to shield a full-scale conventional invasion."® With his actions, President Putin is making a
mockery of Russia's affirmation, issued on 3 January 2022 alongside the other four permanent
members of the UN Security Council (China, France, the United Kingdomand the USA) that'nuclear
weapons ... should serve defensive purposes, deter aggression, and prevent war' and that "the
avoidance of war between nuclear-weapon states and the reduction of strategic risks' are the
nuclear weapons states' 'foremostresponsibilities'.

On 1 March 2022, the EU Special Envoy for Non-Proliferation and Disarmament,
Marjolijn van Deelen, speaking on behalf of the EU, strongly condemned PresidentPutin's threatto
use nuclear force, calling it 'unacceptable, provocative, dangerousand escalatory'.

For many observers, the nuclear threat is now at its highest level since the Cuban Missile Crisis in
1962.°” The US Government reacted to the Russian invasion of Ukraine by putting on hold the
Strateqic Stability Dialogue with Russia, which had started in June 2021 with the aim of laying the
groundwork for future arms control and risk reduction measures between the two countries. The
Russian government, for its part, has threatened to pull out of major agreements with the West,
including the New Strategic Arms Reduction Treaty (New START) - the nuclear arms reduction
agreement signedwith the USin 2011 and the only bilateral nuclear arms control treaty currently in
force. Leading experts are worried that Russia 'might cut itself off from everything that it has
accomplished in controlling and limitingnuclearweapons'.”® As Chinais taking steps to dramatically
increaseits nuclear arsenaland military capabilities, experts are calling for greater efforts to engage
Chinain arms control negotiations, including bilateral talks with the USA. However, China has so far
shown littleinterest in such talks.

In a particular worrying development for efforts to stop the proliferation of nuclear weapons,
Ukraine will be seen by many to have paid a heavy price for giving up its Soviet-era nuclear weapons
arsenal, even though experts disagree over whetherUkraine could ever have used these weapons
(asadeterrent).In 1991, the country held the third largestnuclear arsenal in the world. However, in
1994, following independence from the Soviet Union, Ukraine transferred its estimated
1900 nuclear warheads back to Russia and joined the Treaty on the Non-Proliferation of Nuclear
Weapons (Non-Proliferation Treaty— NPT) as a non-nuclear weapon state-party. In return, the USA,
the UK and Russia provided security assurances (enshrined in the Budapest Memorandum) against

55 The Economist, Russia's invasion of Ukraine has eroded the nuclear taboo, 4 June 2022.

% 0.Meier, Back to Basics: The Nuclear Order, Arms Control, and Europe, Arms Control Today, April 2022.

57 J.Mecklin, ed., At doom's doorstep: Itis 100 seconds to midnight, Science and Security Board, Bulletin of the Atomic
Scientists, 20 January 2022;D. Kimball and K. Crandall Robinson, Putin's Assault on Ukraine and Threat of a Wider War,
18 March 2022.

58 R. Gottemoeller, How to Stop aNew Nuclear Arms Race, Foreign Affairs, 9 March 2022.
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the use of force against Ukraine's territorial integrity or politicalindependence. All three countries,
including Russia, promised explicitly to respect the sovereignty and existing borders of Ukraine.

Russia's nuclear threat is having a very significant impact on the way the world views nuclear
weapons. Coupled with the growing importance that nuclear weapon states in general attach to
their nuclear weapons, experts believe that it is likely to make efforts to reduce the number of
nuclear weapons and stop their proliferation much harder. While proponents of the Treaty on the
Prohibition of Nuclear Weapons (TPNW) consider that banning nuclear weapons altogether is the
best solution to address the dangerstheypose, supportfor the TPNW is likely to wane in the current
climate, especially in Europe.*

2.1.2. Other developments

There have also been persistent fears that Russia is preparing to use chemical and/biological
weapons in Ukraine. The EU has provided extensive support to Ukraine to prepare for any attack
involving chemical, biological, nuclear or radioactive material, providing protective equipmentand
medication (see section below).

In separate developments, hopes in early 2022 that the nuclear agreement with Iran would be
revived have faded away as talks have stalled. The US Government is now preparing equally forboth
a scenario where thereis a mutual return to compliance with Iran on a nuclear deal, as well as one
in which there is no agreement. Experts also point to mounting concerns over North Korea's
expansion of the quality and quantity of its nuclear forces, including missile tests which the US
Government hascalled a 'serious escalation'.

2.1.3. Nuclear weapons worldwide — New drive to modernise existing arsenals

The number of nuclear weapons worldwide has beendeclining since the mid-1980s, when they had
reached an all-time peak of nearly 70000 nuclear warheads. The decline has been due primarily to
cuts madein the Russian and United States' nuclear forcesas a resultof three armslimitation treaties
agreed since 1991, as well as unilateralforce reductions. Nevertheless, there are stillapproximately
12 700 nuclear warheads worldwide; of these, an estimated 3825 are deployed with operational
forcesand around 2000 of these are kept in a state of high operational alert, mainly by the USAand
Russia, ready to be used at short notice. Between them, the USA and Russia still possess some
11 405 deployed and stockpiled nuclear warheads. Moreover, the pace of reductions in nuclear
arsenals is slowing. Neither Russia nor the USA - which together hold about 90 % of the world's
nuclear weapons (see Figure 15) — has so far signalled any intention to make further reductions in
its strategic nuclear forces beyond the cuts mandated by New START. In 2021, New START was
extended for another five years, until 2026.

%9 0.Meier, Back to Basics: The Nuclear Order, Arms Control, and Europe, Arms Control Today, April 2022.
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Figure 15 —Nuclear weapons worldwide in 2022

Israel is assumed to have
a small nuclear arsenal.
The government insists,
however, that it will not

be the first country 'to
introduce nuclear
weapons to the region’

Those countries that
exploded a nuclear
weapon before 1967
are considered
‘nuclear-weapon
states' under the
Non-proliferation

Treaty.
India Pakistan North Korea Israel
160 16 2 90
1970 1974 1998 2006 date
NPT unknown

Data source: Federation of American Scientists, April 2022; all figures are estimates.

Atthesametime, all nuclear weapon-possessingstates are modernising theirnuclear arsenals, and
some are drastically increasing the number of nuclear weapons they hold. Russia and the USA have
launched large-scale programmes® to replace and modernise nuclear warheads, missile and airaaft
delivery systems, and nuclear weapons production facilities. President Joe Biden's administration
has conducted a Nuclear Posture Review (NPR) - the fifth since thefirst NPR in 1994 - to determine
whether to adjust the nuclear programmes that the administration inherited from its predecessor
and whether or howto amend corresponding spending plans .®' Even thoughthe nuclear arsenals
of the other nuclear-armed states are much smaller, all are either developing or deploying new
weapon systemsor planning to do so. The US Department of Defense forecasts that by 2030, China
will have almost tripled the current stock of nuclear warheads, to 1 000. The UK is also increasing the
size of its nuclear arsenal, from 225 nuclear warheads currently to a maximum of 260.° Pakistan,
which has an estimated 165 nuclear weapons, is reported to be expanding its nucleararsenal faster
than any other country and developing new delivery systems. India has developed more
sophisticated technology, enhancing the effectiveness of the country's nuclear arsenal.

Moreover,on 27 February 2022, Belarus held a referendum to delete the reference to the country's
non-nuclear statusfrom its Constitution. The change to the Belarus Constitution could see Russian
nuclear weapons deployed to Belarus. Belarus is a close ally of Russia and the country offered
material and logistical support to the most recent Russian invasion of Ukraine. Belarus gave up its
Soviet-era nuclear weaponsinfrastructure followingthe fall of the Soviet Union,and hadtransferred
all remaining nuclear weaponsto Russia by 1996.

2.1.4. Nuclear proliferation concerns over Iranand North Korea

North Korea initially signed the Non-Proliferation Treaty, but left the treaty in 2003, and tested its
first nuclear weapon in 2006. The exact size of North Korea's nuclear arsenal is unknown, but the
country is believed to have tested nuclear weapons six times and toown some 20 nuclear weapons.
Experts believe that Pyongyanghas developed ballistic missiles capable of reaching the USA and its
allies, Japanand South Korea. In January 2021, the Supreme Leader, Kim Jong Un, outlined a set of

80 For further detail, see Peace and Security in 2021 - Overview of EU action and outlook for the future, p.28

61 The confidential version of the NPR was shared with the US Congress in March 2022; an unclassified version has not

yet been made public. On the basis of a summary of the NPR that has been made available, experts believe that the
Biden administration will essentially continue the nuclear policy adopted in 2010 by former president Barack Obama.

62 |CAN, UK toincrease nuclear stockpile limit, 16 March 2021.
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'ambitious, wide-ranging, and multifaceted' plans to modernise North Korea's nuclear arsenal.
Experts are concerned that North Korea is continuing to pursue plans to expand the quality and
quantity of the nuclear threat posed by its nuclear forces, presaging a new security crisis with the
country.

Nuclear proliferation concerns also persist in relation to Iran's commitments under the 2015 Joint
Comprehensive Plan of Action (JCPOA)® and to the country's obligations under the 1974 bilateral
NPT safeguards agreement with the International Atomic Energy Agency (IAEA).%* Following the US
withdrawal from the JCPOA in May 2018,% Iran resumed uranium enrichment to increasingly high
levels incompatible with the JCPOA in 2019. According to well-informed estimates, Iran's break-out
time — the time required to produce enough enriched uranium for a nuclear bomb - is now down
to a few weeks. The signatories of the JCPOA (France, Germany, the UK, the EU, China, Russia, the
USA and Iran), began meetingin Viennain early April 2021, to explore ways to bring both the USA
and Iran back into compliance with the 2015 nuclear deal. Even though agreement has reportedly
beenreached onalltechnicalissues relating to the JCPOA, the US Governmenthas so farrefusedto
agree to Iran's demand to lift the terrorist designation of the |slamic Revolutionary Guard Corps
(IRGCQ), a branch of thelranian armed forces that is independent of the country's reqular army.The
delays caused by the dispute may mean that Iran's nuclear programme advances to a point where
restoring the JCPOA will become meaningless.®® The IAEA has also expressed veryserious concerns
over the fact that the agency has found traces of enriched uranium in places that Iran has never
declared as places where any nuclear activity has taken place. According to the |IAEA, Iran's lack of
transparency could jeopardise the resumption of the JCPOA.

2.1.5. Other weapons of mass destruction: Chemical and biological warfare

The USA and others have warned that Russia may be preparing to use chemical or biological
weapons in Ukraine. The last known use of chemical weapons in an armed conflict occurred during
the Syrian civilwar. The use and possession of chemical and biological weaponsis prohibited under
internationallaw. Russiais a states-partyto the Chemical Weapons Convention (CWC), a multilateral
treaty that bans chemical weapons and requires their destruction, which enteredinto force in 1997,
and currently has 193 states-parties. Russia is also a party to the Biological Weapons Convention
(BWCQ), a legally binding treaty with 183 states-parties that outlaws biological arms, which entered
into forcein 1975.

Following the Russian invasion of Ukraine, and specifically Russia's threat to use chemical or
biological weapons in Ukraine, the EU's Chemical Biological Radiological and Nuclear Risk Mitigation
Centres of Excellence Initiative (EU CBRN CoE) has proven invaluable as a platform for cooperation
to channel Ukraine's requests for support and to facilitate regional solidarity with Ukraine. The EU
launched the CBRN CokE initiative in 2009-2010. There are eight CBRN centres of excellence around
the world, seeking to strengthen the institutional capacity of 62 non-EU partner countries to
mitigate CBRNrisks. Ukraine is a partnerin the CBRN CoE initiative and has been one of the countries
participating in two ongoing regional projects in the South East and Eastern Europe (SEEE) region,

63 C. Dietrich and P. Pawlak, The nuclear agreement with Iran, EPRS, European Parliament, January 2016.

64 Safeguards agreementsunder the NPT ensure that all nuclear activity a state undertakes is for peaceful purposes and

that a state isnot engaging inillicit nuclear activities.

6 B.Immenkamp with contributions from F. Garces de Los Fayos Tournan, Future of the Iran nuclear deal. How much

can US pressure isolate Iran?, EPRS, European Parliament, May 2018.

66 The Zombie nuclear deal, The Economist, 4 June 2022.
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including one project on the strengthening of CBRN medical preparedness. Critical infrastructure
and biosafety and biosecurity projects are in the pipeline.

Following a request from the Ukraine Government for emergency assistance, the EU has also
coordinated the delivery of essential supplies to support the civilian population via the EU Civil
Protection Mechanism (ECPM), including through the Emergency Response Coordination Centre
(ERCC). The Russian invasion of Ukraine has triggered the largest ever European civil protection
operation, of which protection againstincidences involving CBRNis an important part.

In addition to fears concerningthe deliberate use of chemical and biological weapons, the Ukrainian
authorities have been very concerned about incidents or accidents in nuclear plants controlled by
Russian troops,or chemicalinstallationsand plants.On 11 March 2022, the Council called on Russia
to ensure the safety and security of the Ukrainian nuclear facilities that it had brought under its
control, with the help of the International Atomic Energy Agency (IAEA). IN at least five incidences,
Russian missiles have hit chemical installations, leading to the release of dangerous chemicals.
Ukraine has requested medical supplies to counter such incidents, including antidotes, personal
protective equipment, detection equipment, and specialised intensive care unit (ICU) equipment.
Member States have provided supplies, including hundreds of dosimeters to measure radiation
levels and medical countermeasures. Moreover, the EU has used its rescEU medical reserve to
procure potassium iodide tablets, which can be used to protect people from the harmful effects of
radiation. Almost 3 million iodide tablets were delivered to Ukraine via the EU Civil Protection
Mechanism in April2022. In addition to Member States' direct contributions, the EU has so far
redirected funds worth €15 million to provide medical countermeasures, antidotes, protective
equipment and ICU equipment underthe rescEU mechanism. The EU hasalsoassisted private sector
companies to provide medical equipment to counter CBRN to Ukraine, worth more than €5 million
todate.The EU s signing agreements with three EU Member Statesto have decontamination teams
on standby, to tackle future CBRN incidents in Europe. The EU is also preparing to create a CBRN
stockpile, a strategic reserve worth €540 million of items relevant in the case of a CBRN incident.
Finally, the EU plans to enhance its CBRN detection capacity.

2.1.6. Multilateral arms control under threat

The past fewyears have been marked by the waning commitment of major countriesto multilateral
arms control, anissue that is of great concern tothe EU.*” Someexperts have goneas faras declaring
‘arms control (almost) dead'.®® The extension of the New START Treaty, although very welcome, is
not currently expected to reverse this trend. New START, a bilateralarms reduction treaty between
the USA and the Russian Federation, came into force on 5February2011.. Its demise would have
marked the end of any limits on the size and composition of the nuclear arsenals of these two
leading nuclear weapon states. However, while this would have been problematic, any threat to
peace and security emanatingfromthe USA and Russia does not lie solely in the size of their nuclear
arsenals. Experts point, in particular, to a new presumption of 'controllable nuclear exchanges,
'which will 'reduce the calculations of risk and increase the likelihood of conflicts escalating to
nuclear war'.Some consider theriskof nuclear war between the USA and Russia to be as great now
as it was in 'the most dangerous periods of the Cold War'.

67 J.Linn, Recent Threats to Multilateralism, 2018.
68 U. Kiihn, Why Arms Control Is (Almost) Dead, 5 March 2020.
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Some experts regret that Russia's assault on Ukraine has undermined prospects for nuclear non-
proliferation and disarmament for years to come. Russia's actions are seen as a clear example of a
nuclear-armed state bullying a non-nuclearstate, thus reducing the incentives for disarmament and
making it more difficult to prevent nuclear proliferation.®® Specifically, Russia has created a 'major
challenge' for the nuclear Non-proliferation Treaty (NPT) regime, and the upcoming tenth review
conference of the NPT, scheduled to take placein August 2022.7

Forinformation onthe global nuclear non-proliferationanddisarmament regime, the EU's action
against the proliferation of weaponsof massdestruction and EU dual-useexport control, please
see Peace and Security in 2021 - Overview of EU action and outlook for the future, EPRS,
European Parliament, pages 34-35.

2.2. EU external democracy support and its importance for peace

2.2.1. Democracy and peace

There is a strong link between democracy and peace. According to the democratic peace theory,
democracies are more peaceful in their foreign relations than undemocratic states. Based on
existing historic evidence, democracies do notgo to war with each other,”" are less inclined to go to
war with undemocratic states than the inverse,”?and are internally more stable and peaceful. Several
experts” have noted that the current war in Ukraine provides a clear confirmation of this theory -
the war would have been unlikely without Putin's authoritarian regime. The classical arguments of
the theory state that democracies are based on common values, such as human rights, and are
therefore betterequippedto solve their disagreementsin a peaceful manner;their citizens have the
final say in decisions of war and can hold leaders accountable, but they are much less inclined to
support the burden of war. Russia's aggression against Ukraine has highlighted another possible
factor - the 'dictator's trap'.”* As the decision to start the war appears based on Russia's severe
miscalculation of the likelihood of a quick and decisive victory, the lack of correct information
available to Putin's authoritarian regime (which had surrounded itself with persons unable to
disagree), is a likely cause.

2.2.2. Recent developments: Democracy under violent attack

Since the beginning of 2021, attacks and threatsagainst democraticregimes have taken on a new
virulence. The 6 January insurrectionon the US Capitolin Washington DCdid not achieve concrete
results, butits symbolicimpact has been huge, showing thatthe world's mostpowerful democracy
is prone to the same type of post-electoral violence and contestation as some emerging
democracies. A succession of military coups across the world; from Myanmar to Guinea, Burkina

69 D. G. Kimball, Putin's Assault on Ukraine and the Nonproliferation Regime, Arms Control Association, March 2022.
7% D. G. Kimball, No Ordinary NPT Review Conference, June 2022.

7T This holds for democracies that have reached a certain threshold of maturity and stability. Defenders of the theory
explain that democracies which went to war in the past against other democratic countries, were not fully democratic.
See M. W. Doyle, Liberal Peace: Selected Essays, New York: Routledge, 2011.

72 D. Reiter,'lsDemocracy a Cause of Peace?, Oxford Research Encyclopaedias, January 2017.

73 See P.Formosa, Guide to the classics: Immanuel Kant's Toward Perpetual Peace and itsrelevance tothe war in Ukraine,
March 2022; IDEA International, The Ukraine War and the Struggle to Defend
Democracy in Europe and Beyond, March 2022.

74 See B. Klaas, Vladimir Putin Has Fallen Into the Dictator Trap, The Atlantic, March 2022.
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Faso, and Sudan, has broken with the previous trend of a continuous reduction in coups.” The
Taliban takeoverof Afghanistan, the violentinsurgency of the formerruling party against the federal
government of Ethiopia; and the war started by Russia against Ukraine aiming to topple its
democraticgovernment,”marka new stagein the authoritarian battle against freedom. Concerns
that China could use force to bring democraticand de facto self-governing Taiwanunderits control
have also multiplied. These events have multiple causes, among themlack of effective international
deterrence, with a paralysed UNSC.”” The real or perceived loss of legitimacy of elected governments
due to their incapacity to tackle security or economic crises has been a crucial encouraging factor
for coup perpetrators in Africa, as well as for Russia'sleadership.

These developments point to a growing autocratic wave, not only in the number of regimes, but
also in their nature. According to Varieties of Democracy's (VDEM) 2022 report, autocratic 'leaders
[are] becoming bolder and taking more drastic actions', increasing levels of polarisation in their
countries. Thetrend s led by theregime that has provided the template and much support to the
current wave of autocracy — Putin's authoritarian model of government. Contestation against
authoritarian regimesin Belarus and Kazakhstan was met with heavy repression with the Kremlin's
help.Russia also sentits troopsto protect the military juntain Mali.”® At the same time, the prospect
that Russia's aggression in Ukraine could fail generates hope that authoritarianism might receive a
severe blow, with the war exposing its limits.

These recent developmentshave putthe EU policy of supporting democracy in non-EU countries to
a severe test, (in Afghanistan, Mali or Ukraine, for example), simultaneously highlighting the
limitations of EU soft power. The failure of state building efforts in fragile states such as Mali and
Afghanistan is, in expert” views, related to flaws in the democracy and good governance model
promoted by external donors, including the EU. These crises show the need for the EU to adopt a
more strategic approach to its support for democracy. The disorganised withdrawal from
Afghanistancompounded by EU's participating states' over-reliance on US military power testified®
to the need for the EU to reinforce its capacity to act autonomously in external crises.®' In support
of Ukraine, the EU has demonstrated that it is able to act quickly and decisively.

7> The UN Secretary General spoke of 'an epidemic of coups d'état. With five successful coups, 2021 saw more coups

than the preceding five years combined.

76 While Russia did not state explicitly that it wanted to topple Ukraine's governments, many commentators (see also
here) consider that 'denazification' included, at least initially, such an objective.

77 See e.g. Russia, China block UN Security Council from supporting new sanctions on Mali, France 24, January 2022;

Human Rights Watch, UN Security Council Should Act on Myanmar Atrocities, January 2022.

78 ). Thompson et al, Tracking the Arrival of Russia’s Wagner Group in Mali, CSIS, February 2022.
79

A report published by Carnegie Europe underlines the need for the EU to do 'itsown comprehensive, independent
inquiry to assess its performance in Afghanistan'. 'Without such introspection, the Union is unlikely to learn the
necessary lessons of why its policy failed'. According to the same source, experts had warned that EU policy in
Afghanistan was heading towards failure and that the EU could not escape its responsibility: 'By promoting the flawed
"Bonn Model", the EU is proportionally culpable for failed international attempts to reconstruct Afghanistan; even
though the United States has been the primary international actor.' In Mali, one reason for the failure of international
assistance isthat donors co-drafting public policies deprived those policies of popular legitimacy.

80 See ECFR, The fall of the Afghan government and what it means for Europe, August 2021; P. Morillas, Afghanistan
AUKUS and European Strategic Autonomy, CIDOB, October 2021.

According to European Council President Charles Michel, the Afghanistan crisis has clearly shown the need for the EU
to develop its strategic autonomy, 'which aims to strengthen our capacity to influence according to our interestsand
of our values, while also emphasizing our capacity for action'. However, the failure of the Western interventionin
Afghanistan shows the limits of using hard power to install democracy (see e.g. Afghanistan shows the U.S. folly of
trying to implant democratic institutions abroad, September 2021).

81

33


https://www.europarl.europa.eu/RegData/etudes/ATAG/2021/696192/EPRS_ATA(2021)696192_EN.pdf
https://www.bbc.com/news/world-asia-china-58854081
https://www.csis.org/analysis/putins-invasion-was-immoral-not-irrational
https://v-dem.net/media/publications/dr_2022.pdf
https://blogs.lse.ac.uk/europpblog/2022/03/18/putins-war-in-ukraine-shows-the-limits-of-authoritarianism/
https://www.un.org/press/en/2021/sgsm20993.doc.htm
https://www.washingtonpost.com/world/2022/01/04/sudan-myanmar-mali-coups/
https://www.newsweek.com/russia-ukraine-war-invasion-zelensky-occupy-1686260
https://www.voanews.com/a/russia-invades-ukraine-biden-accuses-putin-of-premeditated-war/6456628.html
https://www.washingtonpost.com/news/monkey-cage/wp/2015/10/06/heres-why-putin-wants-to-topple-ukraines-government-not-to-engineer-a-frozen-conflict/
https://www.france24.com/en/africa/20220112-un-security-council-falls-short-of-imposing-new-sanctions-on-mali-after-elections-delay
https://www.hrw.org/news/2022/01/25/un-security-council-should-act-myanmar-atrocities
https://www.csis.org/analysis/tracking-arrival-russias-wagner-group-mali
https://carnegieeurope.eu/2021/11/17/reassessing-european-strategy-in-afghanistan-pub-85776
https://www.lemonde.fr/afrique/article/2020/09/09/la-crise-que-traverse-le-mali-signe-aussi-l-echec-de-decennies-d-intervention-internationale_6051537_3212.html
https://ecfr.eu/publication/the-fall-of-the-afghan-government-and-what-it-means-for-europe/
https://www.cidob.org/en/publications/publication_series/project_papers/joint/afghanistan_aukus_and_european_strategic_autonomy
https://www.cidob.org/en/publications/publication_series/project_papers/joint/afghanistan_aukus_and_european_strategic_autonomy
https://www.euractiv.com/section/global-europe/interview/michel-afghanistan-is-a-failure-for-the-international-community/
https://theconversation.com/afghanistan-shows-the-u-s-folly-of-trying-to-implant-democratic-institutions-abroad-167613
https://theconversation.com/afghanistan-shows-the-u-s-folly-of-trying-to-implant-democratic-institutions-abroad-167613

EPRS | European Parliamentary Research Service

2.2.3. EU support for democracy and its link to peace

Support for democracy is an overarching priority of EU external action, related in multiple ways to
EU efforts to preserve and promote peacein the world. According to the October 2019 EU Council
conclusions on democracy, 'creating the conditions for sustainable peace and security and
preventing violent conflicts through participation and accountability, responsiveness to grievances
and the political mediation of disagreements' should be partof EUs broaderdemocracy efforts. The
EU action plan on human rights and democracy, adopted by the Councilin 2020, sets priorities for
EU action that are essential for creating strong democracies able toresist security threats: promoting
fundamental freedoms and strengthening civic and political space; supporting the rule of law;
fighting impunity; and building resilient, inclusive and democratic societies, including through a
humanrights and a participative approach to conflict preventionand crisis resolution.

In line with the obligations enshrined in the Treaties, the EU has developeda wide array of tools for
supporting democracy in third countries. These range from politicaland humanrights dialogues, to
support for civil society and humanrights defenders, to development aid for goodgovernance and
therule of law, and to the conditionality enshrinedin its bilateral trade and cooperation agreements
andin its unilateral trade preferences.

The EU has reacted systematically to grave breaches of democratic norms by issuing statements of
strong condemnation (such as on coups détat in Mali, Myanmar, Sudan; on flawed elections in
Nicaragua or Venezuela;and on repression of anti-governmental protesters e.g.in Hong Kong). The
EU has also raised such concerns directly in its meetings with its partners. For example, during the
EU-China Summit, the EU referred to human rights defenders, pointing to individual cases, as well
as to the dismantling of the 'One Country Two Systems' principle in Hong Kong. As the summit's
failure to produce a joint statement shows, however,® this type of diplomatic engagement risks
becoming empty rhetoric, as authoritarian regimes become increasingly assertive and closed to
outside criticism. For this reason, the European Parliament insists that the EU should include clear
benchmarks in its humanrights dialogueswith third countries,and go beyond 'mere words'.

8 High Representative/Vice-President Josep Borrell described it as 'a dialogue of the deaf during the April 2022
European Parliament plenary session in Strasbourg - e.g. China did not want the EU to talk about human rights.
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The EUremains one of the major providers of development aid for government and civil society in

Figure 16 — Largest beneficiaries of EU and Member States
official developmentassistance for governmentand civil society
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the world, and its aid
has focused on conflict
affected countries. For
example, the largest
10 recipients (see
graph) over the last
15 years of EU aid for
government and civil
society, include
countries afflicted by
conflict, either currently
or in their recent
history. In June 2021,
the Global Europe
regulation entered into
force. As part of the
2021-2027 MFF, the

regulation gathers
several EU
development aid
components. The

geographical component (85 % of total funding) provides bilateral assistance to developing partner
countries under objectives commonlyagreed with national governments. These objectives usually
include a pillar on good governance, often in close relation with security issues. The thematic
component of Global Europeincludes a human rights and democracy sub-programme, as wellas a

stability and peace sub-programme.

Figure 17 - Total EU and Member State official development
assistance for government and civil society
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Development  aid is
conditional on the respect
of democratic norms, rule
of law and humanrights.In
the more than 20 cases in
which  the EU has
suspended its development
aid to African, Caribbean
and Pacific countries in the
past, it has done so mainly
in response to coups détat
or flawed elections, i.e. clear
breaches of democratic
principles  with  major
potentialto lead to internal
conflict. Development aid
was reinstated after partner
countries made progress on

compliance with EU recommendations, most recently to Burundi in February 2022 (in response to
the peaceful political process that started with the May 2020 general elections in the country and

the commitmentstakenby the government in its roadmap).
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EU sanctions adopted in response to recent coupsin Africa and Asia or to electoral crises, suchas in
Venezuela or Belarus, have yet to produce political effects. The regimes targeted have withstood
international pressure, oftenwith politicaland economic help from their authoritarian protectors.®
The EU has imposed targeted sanctions, consisting of travel bans and asset freezes against top
politicaland military leaders responsible for undermining stability,democracy andthe rule of law in
Mali or Myanmar (as wellas against the energy company controlled by the Myanmar junta). Despite
calls® to extend sanctions to economic sectors, the EU has not withdrawn the broad trade
preferences it grants to these developing countries under the Everything but Arms clause of its
Generalised Scheme of Preferences (GSP). The EU's GSP legislation enables it to withdraw
preferences in case of serious breaches of international human rights norms, including civil and
political rights, however there are concerns about the negative economic impact on local

populations andlimited effectiveness of such a move, given the structure of these countries' exports
totheEU.

With the new European Peace Facility, the EU is able, for the first time, to provide lethal military aid
to the armies of partner countries. The EU promptly used this possibility to facilitate and fund the
provision of military equipment by its Member States to Ukraine, to respond to Russia's aggression.
Nevertheless, EU military support remains smaller than the funding committed by the USA. In
providing arms to partners, the EU has to deal carefully with the potential risks of such military
assistance, particularly the eventuality that arms fall into the wrong hands and are used for
committing humanrightsviolations,® or breaches of democratic norms, such as coups d‘état.

The EU has gone to great lengths to extend its cooperation with democratic partners as a way to
counter authoritarianism's rising influence and reduce its economic dependence on resources from
undemocratic countries. The EU has initiated a new transatlantic agenda with the USA, covering,
among other issues, security and democracy. The new EU-US Trade and Technology Council (TTQ)
met at ministerial level for the first time in September 2021 in Pittsburgh (USA), and a second time
in Saclay (France) on 16 May 2022; discussions aimed to deepen transatlantic relations based on
shared democraticvalues.ltalso launched a Trade and Technology Council with India in April 2022.
To continue to improveitstrade relations with democratic partners, theEU is updatingits free trade
agreements (FTAs) with Chile and Mexico, and is heading towards new FTAs with Mercosur,
Indonesia, Australia and New Zealand. As infrastructure investment, especially in Asia, becomes a
domain of competition between different political systems, the European Commission has also
launched the'global gateway'initiative, todrive investment in digital technologies, climate, energy
and transportin developing countries,as an alternative to China's belt and roadinitiative.

83 See Freedom House, The Global Expansion of Authoritarian Rule, 2022

84 See France presses EU to agree to sanctions against Mali, in line with ECOWAS, December 2021, Trade unions call for

immediate withdrawal of EU trade preferencesin light of labour and human rights abuses, October 2021; MEPs call
for suspension of tariff preferences to sanction Myanmar's military junta, Agence Europe, April 2021.

85 There are reports that the EU-trained army in Mali has committed human rights atrocities. See: EU-trained troops

committed abuses in Mali, Investigate Europe, April 2022.The army also continuesto hold to power, after two coups
d'état, despite strong international pressure to ensure areturnto civil government.
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The EU's electoral observation missions (EOMs) undoubtedly represent a central instrument of
democracy support, which also promotesinternal peace and stability. For more than two decades,
the EU has sent EOMs to many regionsof the world. The missions only take place oninvitation from
the country concerned, only after consultation with the European Parliament, and only in those
countries where there are credible prospects of free and fair elections. There is documented
evidence of the effectiveness of these missionsin building trustamong opposinggroups in society,
andthereforein preventing conflicts.® In some cases, EU EOM findings, revealing serious electoral
shortcomings, have attracted theire of the national government, such as in Venezuela, where the
EU observed the local and regional

elections in 2021. Venezuela civil society =~ Figure 18 — Threats to peace in countries to which
however considers that the @ the EU sent electoral observationmissionsin 2021
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authorities and other stakeholders in third

countries (such as Tanzania or Kenya), to prevent electoral violence. The European Parliament has
awarded its prestigious Sakharov Prize for Human Rights to actors thatfight for democratic norms

in the world's most difficult situations, such as to the Venezuelan democratic opposition (2017), the
Belarussian opposition (2020), and to Alexei Navalny, an outspoken critic of Putin's authoritarian
regime (2021).

2.3. Preventing violent conflicts: Security and development

2.3.1. Conflict and fragility aggravate each other

There is a strong correlation between socio-economic development problems and conflict
situations.®” Half of the world's poorestlive in fragile® or conflict-affected statesand the World Bank
estimates this proportion may rise to up to two-thirds in 2030. In conflict-affected areas, youth
unemployment, lack of economic opportunities, climate change® and difficult access to resources,

8  Particip GmbH & GOPA Consultants, Evaluation of EU Election Observation Activities July 2016-January 2017,

European External Action Service.

87 See M. Latek, Interdépendance entre sécurité et développement: I'approche de I'UE, EPRS, European Parliament, 2016.

8  For the purposes of this chapter, fragility is understood as multidimensional: societal, political, economic,

environmental, resource and security-related, as per the OECD definition.

8 On average, according to economists, a rise in local temperature of half a degree Celsius is associated with a 10 to

20 % increase in the risk of deadly conflict’, Foreign Affairs, September 2020.
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fuelviolent armed groups, drug trafficking, and social or ethnic conflict. Conversely, conflict hinders
development: violence has a cost equivalent of 34 % of GDP on average in the 10 countries most
economically affected by violence; up to 80 % in Syria (see Figure 19). Conflict situations also
compound humanitarian criseslinked to climate change and food insecurity,resulting in a forecast
by the UN Office for the Coordination of Humanitarian Affairs (UNOCHA) that 274 million people will
need humanitarianassistance in 2022, 'the highest figure in decades'.

Figure 19 — The economic cost of violence is beyond one-quarter of GDP in seven countries
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Cost of violence in USS$ million (2021 PPP) and as % of GDP. Data source: Global Peace Index2022.

In 2021, there were 193 million acutely food-insecure people in the 53 countries analysedin the
Global Network Against Food Crises' Global Report on Food crises — an increase of 40 million
compared to 2020. Conflict and insecurity were the primary drivers of food crises for most of them:
139 million peoplein 24 countries.*

Several studies find that changes in food prices can trigger or aggravate political instability, state
violence or armed conflict. Conversely, in fragile states, conflicts put more pressure on the
availability of a nutritious diet for all - coupled with climate change, rapid demographic growth and
unsustainable agriculture — as they intensify population displacement and land grabs. In addition,
starvation is used as a method of warfare in some conflicts,®' despite being prohibited under
customaryinternational humanitarianlaw.

90

91

Global Network Against Food Crises and Food Security Information Network, Global report on food crises 2022. This
report deals with the most severe food insecurity issues: Crisis (IPC Phase 3), Emergency (IPC Phase 4) and
Catastrophe/Famine (IPC Phase 5) — IPC: Integrated Food Security Phase Classification, and assesses the situation in
53 countriesor territories.

The deliberate will to inflict starvation is difficult to determine, as the worsening of food security situation in conflict
areas has many intertwined causes (see the FAO and World Food Programme monitoring for the UNSC). Some
commentators have indicated that this might be the case in Russia's war on Ukraine, including Janusz Wojciechowski,
EU Commissioner in charge of agriculture.
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Health and sanitation services are also affected or destroyed, exacerbating the risk of epidemics.
Widespread violations of international humanitarian law prevent humanitarian access to certain
areas, such as in Tigray (Ethiopia), and have led to a rise of attacks on health and aid workers.
Consequently, millions of people are deprived of basic care. Currently, 82.5 million people in the
world have been forcibly displaced (1% of the world's population), most of whom originate from
conflict zones (68 % of refugees come from Syria, Venezuela, Afghanistan, South Sudan and
Myanmar). Before the Russian war on Ukraine, developing countries hosted the largest share of
refugees, oftenin prolonged situations.®

Russia's war on Ukraine:impact on fragile states

There were between 720 and 811 million undernourished people in the world in 2020. Russia's war on
Ukraine risks raising this number by 7.6 to 13.1 million in 2022-2023. Some regions are highly dependent
on Ukrainian or Russian wheat, maize, sunflower seed, and other basic commodities, as well as fertilisers.
For example, Eastern African countries import 90 % — and Middle East and North Africa (MENA) countries
over 50 % - of their cereals from Ukraine and Russia. A prolonged conflict will lead them to draw on their
stocks and prevent their renewal, due to reduced or halted agricultural production, protectionist measures
by other producers and the sharp increase in prices (including energy prices, which impact notably food
transportation and fertiliser production). Higher prices and shortages also seriously affect food assistance
to fragile countries, as well as the disruption of the World Food Programme's deliveries from the port of
Odessa to Western Africa. The EU and its Member States, notably through the Food & Agriculture Resilience
Mission (FARM), have quickly committed to support Ukraine and the most-affected countries'agricultural
capacity, to monitor agricultural market distortions and to address the impact of expected falling
production levels on the most fragile countries. This should help reduce the cascading effects of food - and
energy — insecurity on households, which fuels other inherent risks (unrest, political instability and
conflict).*?

%2 T.Benton et al, The Ukraine war and threats to food and energy security: Cascading risks from rising prices and supply

disruptions, Research paper, Chatham House, April 2022.

9 Also because it takes much longer for refugees to become naturalised in developing countries than in developed

ones (e.g,, Somalis in Kenya), which skews the numbers. See: |.Zamfir, Refugee policies in Africa: Open borders but
limited integration, EPRS, European Parliament, 2017.
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EU aid and conflict sensitivity tools

Research nuancesthe intuitive notion that aid and relief necessarily appease tensions (see previous editions
of the Peace and Security Outlook). Aid can be effective in reducing the level of violence only when it is
informed by a good knowledge ofthe social context that led to the conflict, for example, sectarian divisions.
The EU is committed to aid effectiveness frameworks and to avoid any possible negative impacts
endeavours to consider the complexity of each conflict or fragility situation — which involves a complex
matrix of deficits in tackling security issues, legitimacy or capacity to deliver services to the population -
when planning and implementing aid programmes, to avoid any possible negative impacts. EU staff apply
a conflict sensitivity approach in fragile and conflict-affected countries, clearly targeted by the 2017 new
European consensus on development'. Appropriate analytical tools inform this approach, based on a large
set of lessons learned and the sharing of expertise with other multilateral actors, in particular the World
Bank.

The deployment of a conflict early warning system (EWS) has been a way to address the root causes of
potential violent conflicts. The EWS involves actors across the relevant Member State and EU services, both
centrally (EEAS, INTPA,ECHO) and in the field (EU delegations, ECHOfield offices, EU special representatives,
Member States' embassies). Based on statistical risk information and input from the field, the EWS allows
action to be planned to target inequalities, weak governance and security issues, where they are most
urgently needed and most likely to be efficient.

Emerging from an entrenched conflictis along and costly process: conflicts thatendedin 2014 and 2015
had lasted on average respectively26 and 14.5 years and of the 8 wars recorded in 2020, the war in Somalia
had continued for more than 30 years. In areas emerging from conflict, the recovery and peacebuilding
assessment (RPBA) methodology is designed to analyse the drivers of the conflict and to assess its impacts,
in order to draw up a roadmap for the implementation of recovery measures. Rather than a set of tools,
RPBA is a process. The EU and other international organisations play a crucial role in this process: they
coordinate theiractions to create the conditions for effective recoveryunder the ownership of a legitimate
government. For example, the 2017 Central African Republic's recovery and peacebuilding plan is the
outcome of a RPBA conducted with support from the EU, UN and World Bank Group. This plan informed
the political agreement for peace and reconciliation signed in Banguiin February 2019.

2.3.2. The EU's comprehensive approach to development

Development cooperation and humanitarian aid are long-standing EU commitments, enshrined in
the Treaties (TEU, Article21; TFEU, Article4(4) and Titlelll). The 'European consensus on

development' clearlytargets fragile
Figure 20 - Numbers ofacutely food-insecure peopleby  and conflict-affected countries.
key drivers (2019) Most stakeholders acknowledge
that better coordination fosters the
complementarity of short-term
humanitarian interventions and

longer-term development
programmes (the 'humanitarian-
Weather extremes development  nexus'). Joint

analyses are already performed
within the EU services, and the
Council has advocated 'new
approaches in policies and legal
Conflict and insecurity frameworks'. This has in part
materialised in comprehensive

strategies, as is the case of the
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Gulf of Guinea. These strategies combine humanitarian interventions, support for the security
sector,and developmentcooperation, notably with a view to tackling the root causes of migration.
In conflict-affected areas, the combination of trade and sustainable development concernshas led
to policies aimed at securing the EU access to critical materials while promoting measures against
human rights violations or child labour, such as better governance, responsible sourcing and due
diligence.”® In the context of the 2022-2031 Doha Programme of Action for LDCs, the French
Presidency of the Council of the EU (first semester 2022) launched a reflection on how to better act
upon the multidimensional vulnerabilities of least developed countries, which it hopes will frame a
renewed EU approach.

A comprehensive approach also includes forging partnerships beyond EU stakeholders.”® The EU
has proposed a comprehensive strategy on its partnership with the African Union, which translated
toaFebruary 2022 joint declaration by the Heads of State and Government of the Member States of
the African Union and of the EU. This joint declaration highlights a renewed partnership based on
several pillars, including 'A renewed and enhanced cooperation for peace and security', reflecting
the conviction that securityand sustainable developmentare mutually reinforcing.

The restructuring of the 2021-2027 EU budget, which brings together most of the budgetary
instruments allowing for EU spendingoutsideits territory — with the exception of the Humanitarian
Aid Instrument and the off-budget European Peace Facility — is meant to move beyond the
compartmentalised nature of EU funding and help mobilise funds where they are most needed.
However, tensions between several external policy objectives (such as between fostering
development ownership and tacklingillegal migration, or between'the overallaim for establishing
peaceandtheneedto combatimpunity'),arenot totally resolved,as theyreflect debates that cross
European society. The European Parliament is active in these debates, notably when preparing its
annualresolutionon theimplementation of the commonsecurityand defence policy.

The EU's comprehensive approach is also challenged by the realities on the ground. In the conflict
in Ethiopia's Tigray, the complexgeopoalitical situation has challenged the implementation of a fully-
fledged EU humanitarian/development/security nexus. While the EU has suspended its €90 million
budget supportin protestagainstrestricted humanitarian access and has been supportive of African
mediation efforts, Member States failed to reach an agreement on the sanctions against the
conflicting parties called for by the European Parliament. In the Sahel, while the EU has made the
improvement of partner countries' governance a centrepiece of its new regional strategy, the
political situation in the region has only worsened.® Tensions with Mali” (among other causes),
have led the French Barkhane and European Takuba operationsto leave the country, partly moving
to Niger,and to suspension of the EU training mission to the Malian armedforces in April 2022 (see
CSDP missions below). Mali's withdrawal from the G5 Sahel regional group of countriesand its anti
insurgency force further weakens EU leverage on development and security issues.

% M. Latek. Conflict minerals, EPRS, European Parliament, March 2017;1.Zamfir. Towards a mandatory EU system of due
diligence for supply chains, EPRS, European Parliament, October 2020; M. Szczepanski. Critical raw materials in EU
external policies: Improving access and raising global standards EPRS, European Parliament, May 2021;V. Halleux.
New EU requlatory framework for batteries: Setting sustainability requirements, EPRS, European Parliament,
March 2022.

See examples in the previous editions of the Peace and Security Outlook.

95

9  The military takeover of the Chadian government in April 2021, and the succession of coups in Mali (August 2020 and
May 2021) and Burkina Faso (January 2022) are a reminder that the Sahel remains highly unstable politically, despite
strong demands by Economic Community of West African States (ECOWAS) to turn back to civil governments.

97 Due, among other causes, to the delivery of Russian helicoptersto Mali after the beginning of Russia's war against

Ukraine and the presence of the Russian private military company Wagner.
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2.4. Supporting peace through militaryaction: The EU's security and

defence policy

Russia's war on Ukraine has shattered already challenged illusions about protracted peace in the

wider European space, fuelled proxy wars further afield, and
has unequivocally brought military strategy and hard power
considerations back to the fore. Made up of both
conventional and novel threats, from transnational crime
networks and terrorism, to the corrosion of arms control
regimes, climate security risks, cyber-attacks, and hybrid
warfare, the threat landscape was nevertheless already wide

The European Peace Facility in support of
Ukraine

On 28 February 2022, only three days after
Russia's invasion of Ukraine, EU Member
States agreed to activate the European Peace
Facility (EPF) to jointly finance the provision of
military equipment (including lethal weapons

and complex. Even prior to 2022, EU leaders and policy-
makers, including the former and current HR/VPs, have
consequently arguedin favour of an urgent move towards a
European defence policy, as envisaged in the Treaty of Lisbon
and supported by the European Parliament. A progressively
framed EU defence policy, incorporatedin Article 42(2) TEU, is
also explicitly linked to peace through Article 42(1) TEU. In the
words of HR/VPJosepBorrell, the security environment is
'becoming less and less secure', and 'if we want to stay safe,
we cannot afford to lower the level of ambition for our
security and defence'. The EU's strategic autonomy ambition
reflects these concerns and aspirations.®®

for the first time in EU history) to Ukraine. A
first tranche of €500 million, was followed
soon thereafter by three additional tranches
of €500 million fromthe Facility, amounting to
a current total of €2 billion. The equipment,
provided by the European Union Military Staff
(EUMS), ranges from protective equipment to
heavy artillery and tanks. Operating within the
EEAS, the EUMS set up a clearing house to
coordinate supply and demand
corresponding to requests submitted by the
Ukrainian armed forces. Once the equipment
is delivered to Ukraine by Member States,
eligible items can then be reimbursed through
the EPF.

Preceding the war on Ukraine, the coronavirus pandemic
highlighted EU vulnerabilities and dependencies that go
beyond the traditional scope of defence, but which can be weaponised in ways that — at times -
demand solutionsthat include military capabilities. With its impacton energy security, supply chain
dependencies and the hybridisation of warfare, Russia's invasion of Ukraine has accentuated these
concerns and precipitated responses at the EU level. While strategic autonomy has become a
concept usedacross policy fields, a large focus of the EU's planning in the past four years has been
on the development of a degree of autonomyin security and defence, which in a geopolitical world
arguably matters more. Working on ways to increase the efficiency of the EU's CSDP missions and
operations; reducing duplication and seizing the collective benefits of collaborative defence
research and development; as well as harvesting the complementary attributes of other
international organisations; havebeen partofthe EU's agenda tostrengthenits capacityas an actor
in security and defence. In turn; thisenables the EU to use its CSDP to support peace and security in
and beyondits territory. The EU will now focus in the coming years on development of acommon
strategic culture. This includes agreeing a common understanding of the strategic environment,
through the EU Strategic Compass, presentedand endorsed by the European Council in March 2022,
alongside practical efforts to coordinate or join capabilities and develop the EU's joint operations
further.

% S, Anghel et al, On the path to 'strategic autonomy': The EU in an evolving geopolitical environment, EPRS, 2020.
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2.4.1. Common security and defence policy missions and operations

Through the CSDP, the EU has developed a broad crisis management agenda, which includes
conflict prevention, mediation, peacekeeping and post-conflict stabilisation, in accordance with the
principles of the UN, one of the EU's most important partners in peacekeeping.Currently, the EU has
18 CSDP missions and military operations on three continents, with a wide range of mandates
including military training, capacity-building, counter-piracy, rule of law and security sectorreform,
and border assistance. They deploy over 4000 civilian and military personnel (see Figure 21). The
EU's civilian missions carry out tasks consistent with the Global Strategy's commitment to
strengthening theresilience and stabilisation of partner countries recovering fromor threatened by
conflict and instability. They also provide training in areas such as countering trafficking, human
resource management, legislative drafting, policing, and others.* Military missions are currently
focused on areas such as countering terrorism, irregular migration, piracy and armed forces
capacity-building, among other tasks. The type of training provided by executive and non-
executive ' military missions includes infantry skills, force organisation, sniper skills, mortar firing,
leadership, engineering, logistics, tactical air controland intelligence gathering.

The majority of CSDP missions and operations have

EU Advisory Mission in Ukraine . S L
taken place in Africa, in many cases operating in

On 13 April 2022, the Council amended the
mandate of the EU Advisory Mission for
Civilian Security Sector Reform in Ukraine
(EUAM Ukraine). Under the new mandate, the
mission will also 'provide support to Ukrainian
authorities to facilitate the investigation and
prosecution of any international crimes
committed in the context of Russia's
unprovoked and unjustified  military
aggression against Ukraine'. Under an earlier
amendment, shortly after the beginning of the
war, the mission was mandated to provide
support to law enforcement agencies, to
facilitate refugee flows from Ukraine to
neighbouring EU Member States, and of
humanitarian aid into Ukraine.

parallel with UN peacekeeping operations and
African Union (AU) missions. Since 2017, the EU has
strengthened the coordination of its security efforts
in the Sahel, by creating a regional coordination
dimension for its CSDP operations in the region. It
established a regional coordination cell based
within EUCAP Sahel Mali in 2017. The regional
coordination cell (renamed regional advisory and
coordination cell (RACC) in 2019), includes internal
security and defence experts in G5 Sahel countries,
deployed in Mali, as well as in EU delegations in
other G5 Sahel countries (Mauritania, Burkina Faso,
Niger and Chad). This reinforced regional approach
aims at supporting cross-border cooperation in the
Sahel and regional cooperation structures, and

enhancing G5 Sahel countries' capacity.'”

The EU CSDP missions andoperations cooperate withover 150 national counterparts. These include
local interior, security, justice, and foreign affairs ministries, law enforcement associations such as
judicial councils and policing boards, as well as local civil society organisations. Theyalso cooperate
with almost 180 international partners (e.g. EU delegations, EU agencies such as Frontex and
Europol, the UN, Organization for Security and Co-operation in Europe (OSCE), Interpol, the African
Union, non-governmental organisations (NGOs) and several development agencies. The European
Peace Facility (EPF), a new mechanism covering all of the EU's external action with military and

9 European Union External Action Service, Common security and defence policy of the European Union: Missions and

operations — Annual report 2018 (latest available report).

190 Non-executive military missions are those operations which support the host nation with an advisory role only.

101 |, loannides, Peace and securityin 2020: Evaluating the EU approach to tackling the Sahel conflicts, EPRS, European

Parliament, 2020.
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defence implications, including the common costs of military CSDP operations, was adopted in
March 2021 as an off-budget fund, worth€5.69 billion in current prices forthe current MFF planning
period.'The EU supports peace operationsled by the African Union and partner countries through
the EPF, and is able to provide military equipment, subject to strict safeguards and control
mechanisms.Importantly, the EPF has been activated to support Ukraine through the provision of
military equipment.

Figure 21 - CSDP missions and operations
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In 2018, the EU adopted the civilian CSDP compact (CCC), designed to enhance mission capabilities
interms both of response time and accessto relevant training.'® It aimsat boosting responsiveness,
flexibility and reaction time. It also intends to increase defence integration between Member States,
whether via programming, implementation or information sharing. Full delivery of the CCC is
expected at the latest by summer 2023, and a new CCCto take its place should be adopted in 2023.
According to the Strategic Compass, this willaim at further increasing mission effectiveness and in

102 Council of the EU, EU sets up the European Peace Facility, 22 March 2021.
193 T. Latici, The civilian CSDP_compact, EPRS, European Parliament, 2018.
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developing the necessary civilian capabilities, with the goal of being able to deploy a civilian CSDP
mission of 200 fully equipped experts within 30 days, including in complex environments. The
civilian CSDP compact (CCC) commits to actively promotetherepresentationof womenin the EU's
missions. According to the EEAS, the overall share of women personnelin CSDP missions and
operations is 24 %, and 20 % when it comes to operational and management functions. As a
signatory of the UNSC Resolution 1325 (2000) on women, peace and security (WPS), the EU has
agreed to increase the overall number of women dealing with crisis management and peace
negotiations and the EEAS hasadopted a gender and equal opportunities strategyfor 2018 to 2023.
The European Parliament has called for the EU to lead efforts to implement Resolution 1325.

A European Centre of Excellence for Civilian Crisis Management was established in Berlin, Germany,
in February 2020. In December 2021, the Council, highlighted the need to increase expertise on
preserving cultural heritage during conflict; to strengthen partnerships with countries that host
missions; and to enhance missions in ways that are consistent with digital and technological
developments - linked to the need to boost capabilitiesfor situational awareness andresilience.

Despite the Covid-19 pandemic, CSDP missions and operations continued to deliver on their
security mandate and explored ways to support their host countries within their mandates, means
and capabilities and in full coherence with the wider actions undertaken in the 'Team Europe'global
response to the coronavirus.”™

The maritime dimension of CSDP missions is becoming increasingly significant as geopolitical
activities, from illegal trafficking and piracy operations to energy exploration missions and military
posturing, continue to rise.'® The EU has currently deployed two major naval operations: the
EUNAVFOR Somalia operation Atalanta in the western Indian Ocean and EUNAVFORMED Operation
Irini in the Mediterranean. Launchedin March 2020, Operation Irini has a mandate to patrol the
international waters of the central Mediterranean, about 100 km off the Libyan coast, to implement
the arms embargo imposed on Libya by UN Security Council Resolution 1970 (2011). Since its
launch, the operation has boarded and inspected 22 suspect vessels; investigated 858 suspect
flights, 25 airports and 16 ports, and provided 36 special reports tothe UN Panel of Expertson Libya,
among other things. Its mandate was renewed until March 2023. Operation Atalanta was deployed
in the territorial waters of Somalia in 2008, in line with UN Security Council Resolution 1816, with the
aim of protecting vulnerable vessels, such as those from the World Food Programme, off the
Somalian coast by 'deterring, preventing and repressing acts of piracy and armed robbery''*
Atalanta has two complementingcivilian 'sister missions':the EU capacity-building mission (EUCAP
Somalia) and the EU training mission (EUTM Somalia). The EU's strategy for cooperation in the Indo-
Pacific, approved by the Council on 16 April 2021, highlights the value of regional partnerships in
support of maritime security more broadly. Specifically, the EU aims to conclude new framework
participation agreements with Indo-Pacific partners and welcomes 'the contributions of Asian
partner countries' navalforces' to Operation Atalanta. A new concept to increase the EU's maritime
engagement was also launched in 2021 by the Council. 'Coordinated maritime presences' aim at
encouraging greaterengagement andinternational cooperation atsea — with a pilot takingplacein

104 Elazarou, CSDP missions and coronavirus, EPRS, European Parliament, 2020.

195 T. Latici, B Stanicek, and E. Pichon, Charting a course through stormy waters. The EU as a maritime security actor, EPRS,
European Parliament, 2021.

106 E. Pejsova, The EU as a maritime security provider, EUISS, 2019.
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the Gulf of Guinea.'” Defence capabilities in support of the EU CSDP missions and operations,
including their maritime component, are developed through the EU's defence initiatives.

2.4.2. Developing the EU's defence capabilities

The Global Strategy states unequivocally that, for the EU to achieve its crisis response, capacity-
building and resilience and protect Europe's peace and security, Member States mustboost defence
expenditure, make the most efficient use of resources, and meet a collective commitment of '20 %
of defence budget spending devoted to the procurement of equipment and research and
technology'.Since its presentation, Member States and the European Commission have launched a
series of initiatives to achieve a robust and efficient enhancement of defence capabilities. The
Strategic Compassprocess, as wellas the serious deterioration of security in Europe brought about
by Russia's invasion of Ukraine, has reinforced the pressing need to speed up these efforts. This is
reflected in the Versailles Declaration and in the European Commission's proposals accompanying

its 2022 defence investment gap analysis.'®

Military mobility

In the 2021-2027 MFF, €1.5billion was
allocated to military mobility, including action
on civil-military synergies on transporting
dangerous goods, speeding-up cross-border
movement permissions and developing
overall military mobility, with a view to also
countering hybrid threats. In addition to being
a European Commission action plan, military
mobility is also a Permanent Structured
Cooperation on defence (PESCO) project
(jointly with the USA, Canada and Norway),
and a binding commitment on all PESCO
members. Itis also a priority area for EU-NATO
cooperation. According to the HR/VP, in
response to the war on Ukraine, a revised
action plan on military mobility will be
presented by the end of 2022, with new action
plannedin digitalisation, increasing the cyber
resilience of transportinfrastructure, as well as
on air and sealift capacities. The European
Commission will also accelerate the
implementation of the dual-use transport
infrastructure projects in the framework of the
Connecting Europe Facility.

Efforts to enhance the EU's capabilities in security and
defence build on important initiativeslaunched as part of
the implementation of the EUGS. They include the
Permanent Structured Cooperation on defence (PESCO)
and the European Defence Fund (EDF) among others.
PESCO was launched in December2017, with the
participation of 25EU Member States.'” PESCO
members commit to increase their national defence
budgets and defence investment expenditure to 20 % of
total defence spending, and invest more in defence
research and technology; they pledge to develop and
provide 'strategically relevant' defence capabilities in
accordance with the Capability Development Plan (CDP)
andthe Coordinated Annual Review on Defence (CARD),
and to act jointly, making use of the financial and
practical support provided by the EDF, part of the EU
budget. As PESCO is complementary to the North
Atlantic Treaty Organization (NATO), military capacities
developed within PESCO remain in the hands of Member
States, which can also make them available in other
contexts, such as NATO or the UN. Non-EU states may
exceptionally participate in PESCO projects, subject to
certain conditions.

The EDF, amounts to €8 billion for 2021-2027, of which €2.65 billion is earmarked for research and
innovation, and €5.3 billion for capabilities. The fund consists of two legally distinct, but
complementary, windows for developing collaborative projects: (a) the defence research window,

107 Council of the EU, Conclusions launching the pilot case of the Coordinated Maritime Presences concept in the Gulf of
Guinea, 2021.

108 S, Clapp, Member States' defence investment and capability gaps, EPRS, European Parliament, 2022.

109 E Lazarou, Permanent structured cooperation (PESCO): From notification to establishment, EPRS, 2017.
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and (b) the defence capability window.'® Through the EDF, for the first time ever, the EU is
dedicating part of its budget to defence research and providing co-financing for defence projects
to give Member States incentives to increase their defence spending in a collaborative manner.

2.4.3. EU-NATO cooperation

Greater cooperation between the EU and NATO was progressively advanced through two joint
declarations in 2016 and 2018. Cooperation covers 74action points, including cyber, hybrid and
terrorism, as well as maritime security, capacity building for partners and traditional military
domains. Russia's war against Ukraine has triggered unprecedented momentum in the need for
coordination and complementarity between the two organisations, including on military support
for Ukraine. The importance of the EU partnership with NATO is reflected in the Strategic Compass
and will likely featurein the new NATO Strategic Concept (June 2022) and a potential new EU-NATO
joint declaration, also foreshadowed by Commission President Ursula von der Leyen in her 2021
State of the European Union speech. Sweden and Finland's applicationto join NATO, also largely a
reaction to the security situation brought about by Russian actions, led to the historic decision by
NATO leaders to invite the two countries to become members of the Alliance during the Madrid
Summit in June 2022. This will increase the number of shared EU and NATO members to 23,
triggering even further alignment. NATO's 2022 new Strategic Concept, adopted at the Summit
refers tothe EU as 'a unique and essential partnerfor NATO' andassertsthat'NATO and the EU play
complementary, coherent and mutually reinforcing roles in supporting international peace and
security'.

In the context of Russia's latest invasion of Ukraine, the European Parliament recommended making swift
progress in establishing a defence union by implementing the actions under the Strategic Compass. In that
context, Members also called for intensified 'cooperation with like-minded partners around the globe,
especially with transatlantic NATO allies, in order to maintain the strongest possible unity in defence of the
rules-based international order, thus promoting and defending peace,democratic principles and respect for
human rights, and ensuring that economic dependencies do not prevail over the defence of human rights
and the values the Union stands for".

2.5. Addressing cyber (in)security and disruptive technology

2.5.1. Recent developments: New threats require increased resilience

The continuing Covid-19 pandemic was accompanied by a spike in cyber-attacks, riding the wave
of the virus in the information sphere.Cyber criminals took advantage of the millions of people
working remotely and the swift digitalisation of numerous industries' supply-chains led to attacks,
disinformation and misinformation, and crypto-jacking (a type of cybercrime where a criminal
secretly uses a victim'scomputing powerto generatecryptocurrency), dominating the cyber-threat
landscapein Europein 2021 (non-exhaustive list)."' Accordingto the World Economic Forum (WEF),
malware and ransomware attacks increased by 358 % and 435 % respectively in 2020 - and are

110 A budget of €90 million during 2017-2019 was allocated to the preparatory action on defence research and the
budget for the European defence industrial development programme was €500 million for 2019 to 2020.

T ENISA, ENISA Threat Landscape, 2021.
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increasing more swiftly than society can prevent them.'? The WEF describes cyber threats as a
critical short- to mid-term threat globally.” While the number of people using the internet in the
EU is rapidly growing every year (76 % of Europeans used the internet every day in 2020),"* cyber
threats have also increased in sophistication, complexity and impact. Some estimates place the
global cost of cybercrimein 2021 at over USS$6 trillion, rising to US$10.5 trillion by 2025." In 2020-
2021, these attacks increasingly targeted digital service providers, public administrations,
governments and critical infrastructure."’® Cyberincidents can have disastrous consequences, as an
attack on Brno University Hospital in Czechia in the middle of the Covid-19 outbreak showed.
Surgeries were cancelled and patients in need of urgent medical attention had to be rerouted to
other hospitals,with a realrisk of loss of life.'"”

Moreover, the specialised literature often documents that a push for 'cyber sovereignty' can easily
escalate - from resistance, to international regulation, into geopolitical tension. Cyber sovereignty,
or a digital arms race, could compromise the fragile progress on global cyber norms and even risk
resulting in offensive deployment of disruptive technologies in order to 'win the race'. Politicised
discussions about 5G deployment and artificial intelligence demonstrate this trend towards
geopolitical technological competition.""® The remaininglegal ambiguities in cyberspace could also
constitute a threat to peace and security, particularly when malicious operations fall below the
threshold of armed conflict. Globally agreed international agreements or binding guidelines on
rules of engagement are still lacking.”® Countries continue to disagree on the applicability of
internationallaw when it comes to self-defence and counter-measures in cyberspace.

2.5.2. EU cyber action

A 2020 special Eurobarometer survey on European attitudes towards cyber security foundthat the
majority of respondents feel that they are not able to sufficiently protect themselves against
cybercrime (52 %). However, this is a notable improvement from 2017, when 71 % expressed that
concern. Awareness of cybercrime hasalso risenfrom 46 %in 2017 to 52 % in 2020."' Cyberspace is
now considered the fifth domain of warfare, alongside the traditional sea, land, air and space
domains.'?As early as 2016, the EU Global Strategy noted that'ourunion is under threat', including
cyber threats.'” The strategy pledged the EU would be a 'forward-looking cyber player' and
explicitly sought to support responsible state behaviour in cyberspace, based on existing
international law. The 2022 Strategic Compass emphasises that, in a world that is becoming ever
more dependent on digital technologies, state and non-state actors increasingly resort to
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cyberattacks and that cyberspace has become more contested than ever before. The Strategic
Compass notes that attacks are becoming more sophisticated and that EU institutions are
increasingly targeted, and stressesthatit is therefore essential to 'maintainan open, free, stable and
secure cyberspace'.

In 2017, the EU had already undertaken a wide array of cyber measures under the cybersecurity
package.Theseincluded:a permanent mandate for the European Union Agency for Cybersecurity
(ENISA); an EU cybersecurity certification framework; guidelines for fully implementing the first
piece of EU-wide legislation on cybersecurity (the 2016 Directive on the Security of Network and
Information Systems — the NIS Directive); an EU-wide cyber research network; and overall
improvements in the responses and deterrence across the EU, among other things. The
Regulation granting ENISA a permanent mandate, entered into force on 17 April2019. A further
recent addition to the resilience toolbox is the EU Toolbox on 5G, which contains measures to
strengthenthe security of 5G networks and sets restrictionsfor high-risk suppliers,such as Chinese
telecom giant Huawei.

On 24 July 2020, the European Commission set outa new EU Security Union Strategy. It underlined
the need to make swift progress on ongoing legislative files such as the new NIS Directive, and
emphasised the need to develop a culture of cybersecurity, building security into products and
services from the start, and highlighted that the EU must continue to build robust international
partnershipsand assistpartnerswith their cyber resilience.”” On 16 December 2020, the European
Commission and theHR/VP presenteda (second) new EU cybersecurity strateqy, following an initial
strategy adopted in 2013. The new strategy aims to 'bolster Europe's collective resilience against
cyber threats' and promote trustworthy services and tools. It puts the EU in the lead of efforts to
ensure secure digitalisation and details how the EU can mobilise and enhance tools and resources
to become technologically sovereign. It outlines how the EU's values and partnerships can help
achieve technological sovereignty. The 2020 cyber strategy was welcomed in the March 2021
Council conclusions.On 16 December 2020, the Commission also adopted a proposalfor a revised
Directive on Security of Network and Information Systems (the NIS 2 Directive), which aims at
addressing the deficiencies of the previous NIS Directive, to adapt it to the current needs and make
it future-proof. The Council and Parliament reached a political agreement on the proposal on
13 May 2022. The Commission proposal for a new directive on the resilience of critical entities is
closely connected, as all critical entities covered by the critical entities resilience directive will be
subject to cyber resilience obligations under the NIS 2 Directive.'® The proposed directive on the
resilience of critical entities intends to boost the EU's resilience in 10 critical sectors (energy,
transport, banking, financial market infrastructures, health, drinking water, waste water, digital
infrastructure, publicadministration and space). The provisions include the obligation for Member
States to draftstrategiesto ensureresilience in those sectors andundergo national risk assessments.
If agreed, this new directive is expected to comeinto force in the second half of 2022.'

On 8 June 2021, the Regulation establishing the European Cybersecurity Competence Centre and
Network entered intoforce. The Centre, which is currently being set up, will be located in Bucharest,
Romania. Furthermore, a network of national coordination centres to strengthen European
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the EU, 2017.
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Figure 22 - Non-exhaustive mapping of EU cyber
stakeholders
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cybersecurity capacities will be
established. As a follow-up to the EU
Security  Union  Strategy, the
Commission announced a proposal for
an EU-wide Joint Cyber Unit on
23 June 2021. This willact as a platform
to ensure an EU coordinated response
to cyber-attacks and crises as well as
assistance in recovery. It is planned to
be operational by December 2022. The
Strategic Compass for Security and
Defence, adopted on 21 March 2022,
sets ambitious goals on cyber

Source: EPRS.

*10 projects are cyber-focused while at least 19 others have a cyber component.

**The fund is also geared towards funding cyber projects, among other priority areas. resilience. These include regu lar cyber

exercises starting from 2022, and
further developing the EU's cyber
defence policy in 2022, inter alia
through boosting research and innovation, stimulating the EU's industrial base and increasing
cooperation between the EU's and Member States' cyber defence actors. It also notes that a new
European cyber resilience act will be proposed in 2022 (expected in September 2022), ' to increase
the EU's common approach to cyber infrastructure and standards. On 23 May 2022, the Council
approved conclusions on developing the EU's cyber posture, which aim to highlight the EU's
determination to provide responses to threat actors seeking to deny the EU a secure and open
access to cyberspace and affect its interests, including the security of its partners. The Council calls
upon the Commission to propose EU common cybersecurity requirements for connected devices
inter alia, and stresses theimportance of holding regularcyber exercises.

A furtherimportant way in which the EU seeks to bolster its cyber resilience is through PESCO, with
10 projects focused on the cyber domain. The PESCO Cyber Rapid Response Teams and Mutual
Assistance in Cyber Security (CRRTS) project was the first to be activated in an operational context
when cybersecurity experts, pooled from six participating EU Member States, were deployed to
assist Ukraine with its cyber defence in February 2022.

2.5.3. EU cyber stakeholders

The EU's cyber landscape spreads across bodiesincluding ENISA, Europol (especially its Cyber Crime
Centre), the EU Agency for the Operational Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice (eu-LISA), the Computer Emergency Response Team, and the
Intelligence and Situation Centre (INTCEN). The EEAS and the EDA also play important roles, most
notably on cyber defence. All EU Members currently have national cyber strategies and some have
also adopted subordinate strategies on cyber defence.'®

2.5.4. Cyber diplomacy: A European response to a global problem

Diplomacy is always the preferred European response to security matters, including cyber threats.
Since 2017, the EU has crafted a 'cyber diplomacy toolbox',™ establishing a framework for a joint

128 Council of European National Top-Level Domain Registries, EU Policy Update - Outlook to 2022,2022
129 ENISA, National Cyber Security Strategies, 2020.

130 Council of the EU, Framework for a Joint EU Diplomatic Response to Malicious Cyber Activities, 2017.
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diplomatic response to malicious cyber activities. It equips the EU with tools to both react to cyber
incidents, and to engage in capacity and capability building at home and abroad to ensure cyber
resilience. In the Strategic Compass,EU leaders agreed to strengthenthe Cyber Diplomacy Toolbox
in 2022, inter alia by exploring different response measures. On 23 May 2022, the Council called
upon 'the High Representative, in cooperation with the Commission, to identify possible EU joint
responses to cyberattacks' within the framework of the Cyber Diplomacy Toolbox. Besides the aim
to streamline cyber diplomacy across policies and engagements, the EU has more structured cyber
cooperation ' with its 10 strategic partners.”** The EU also has cyber engagements with the African
Union and with the Association of Southeast Asian Nations (ASEAN), as well as throughout the
eastern and southern neighbourhoods.'** Since 2016, cyberhasalsobecome akeyareafor EUINATO
cooperation.’* The 2020 cyber strategy emphasises the EU's intention to work with partners to
'promote a political model and vision of cyberspace groundedin the rule of law, human rights,
fundamentalfreedomsand democraticvalues'. In July 2020, EU Member States decided for the first
time to enact sanctionstargeting cyber perpetrators associated with theRussian, Chinese and North
Korean governments. ' A total of eight individuals and four entities responsible or involved in
cyber-attacksaffecting the EU and its members have been sanctioned to date.Sanctions include an
asset freeze and travel ban, and wereextended for a further threeyears on 16 May 2022. An essential
part of the sanctions process is attribution — identifying the origin and assigning blame for an
attack —which has been particularly contentious when it comes to cyber-attacks. Oneanalysis of the
firstever EU cyber sanctions attacks, found thatthe processof attribution is often ‘fragmented and
slow'. It is therefore significant that, on 10 May 2022, the EU and several international partners
condemned, and thereby attributed to Russia, a malicious cyber-attack against Ukraine (targeting
the 'KA-SAT' network).

The European Parliament has advocated robust EU measures in the cyber realm. In January 2020, it called
for increased EU efforts to confront cyber threats, deeming the active cooperation between the EU and
NATO as vital, and recalled that cyber-attacks 'could constitute sufficient ground for a Member State to
invoke the EU Solidarity Clause (Article 222 of the TFEU)". In January 2021, Parliament highlighted 'the
urgent need to further integrate cyber aspects into the EU's crisis management systems' and called for
greater EU coordination on the collective attribution of cyber-attacks. Parliament adopted a report on the
state of EU cyber capabilities on 7 October 2021, in which it inter alia underlined the urgent need to
strengthen Member State military cyber defence capabilities and noted the necessity for coordinated
Union-level responses to cyber-attacks. Parliament called on the EEAS and Commission to develop
comprehensive cyber resilience measures in cooperation with the Member States. It also welcomed that
the Strategic Compass will prioritise guiding capability needs, including in cyber defence, which will
enhance EU cyber resilience. It reiterated the importance of EU-NATO cooperation and called for close
coordination with the UN and OSCE and other like-minded partners. In the March 2022 final report of its
Special Committee on Foreign Interference in all Democratic Processes in the EU including Disinformation
(INGE), Parliament called for new counter- and deterrence measures to ensure cybersecurity and resilience
against cyberattacks and the establishment of a cybersecurity emergency response fund.

131 T. Renard, EU _cyber partnerships: Assessing the EU strategic partnerships with third countries in the cyber domain,

European Politicsand Society, January 2018.

132 Brazil, Canada, China, India, Japan, Mexico, Russia, South Africa, South Koreaand the USA.

133 EU CyberDirect, Cyber diplomacy in the EU, 2019.
134 T, Latici, Understanding EU-NATO cooperation. Theory and practice, EPRS, 2020.
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2.6. Countering disinformation and foreign interference

2.6.1. Recent developments: Frominfodemicto information war

Disinformation has taken centre stage in the context of Russia's full-scale assault on Ukraine since
24 February 2022. The Kremlin has waged a continuous and coordinated state-controlled
disinformation campaign, spreading myths and falsehoods aimed especially at influencing public
perception of the war, such as the claim that Ukraine is conducting genocide against the Russian-
speaking populationin the Donbas. The claim has repeatedly been provento be false, with none of
a multitude of human rights reports compiled by the UN High Commissionerfinding any evidence.
The disinformation campaigns emanating from Russia began as early as 2014, as part of a hybrid
war against the country. Disinformation campaignshave not onlybeen used in the war on Ukraine.
Indeed, the 2022 Strategic Compass paints a sombre picture of a world in which disinformation is
used as a tool of power by both state and non-state actorsto underminethe EU. In response, it calls
for the EU to respond swiftly and forcefully to disinformation and foreign manipulation, pointingin
particular to the Russian disinformationcampaign on its war on Ukraine.

Disinformationis also prevalent in the context of the continuing Covid-19 pandemic, which has led
to an 'infodemic’ of false and misleading information on the virus. According to the World Health
Organization (WHO), this plethora of information about the virus - often false or inaccurate - can
create confusion and distrustand undermine an effective public health response. For instance, false
claims spread on social media aboutthe effectiveness of bleach in treating the virus, es poused most
prominently by former US President Donald Trump, ** may have led to a 15 % increase in bleach-
related poisonings in Belgium during the pandemic.™ Since Covid-19 vaccines became available,
falsehoods about theirsafety have spreadlike wildfire, undermining the public's confidence in their
effectiveness and thus hampering efforts to overcome the pandemic. This has been especially
problematic for a disease that, according to the WHO, had killed over 6 million people worldwide,
asof 15 May 2022.

2.6.2. The disinformation landscape

Disinformation — defined by the European Commission as 'verifiably false or misleading information
created, presentedand disseminated foreconomic gain or to intentionally deceive the public' - has
increased significantly in recent years. Disseminators of disinformation include state-linked actors
(for example, Kremlin trolls during the 2016 US presidential campaign) '*® and non-state actors, such
as far-right Trump supporters promoting the QAnon conspiracy theory.” In many cases, thesetwo
groups - stateandnon-state - pick up and amplify each other's messages. The overall effect of their
activity is to sow distrust, fear and confusion among audiences, manipulate public opinion and
undermine public trust in official information (including about health, as has been observed during
the pandemic), democraticinstitutions,and media. It can pit differentgroupsin societyagainsteach
other, stoke tension, spark fear and reinforce underlying divisions. A March 2018 Eurobarometer
survey indicated widespread public concern about the issue of fakenews', with 83 % of respondents

136 BBC, Coronavirus: Outcry after Trump suggests injecting disinfectant as treatment, 2020.
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identifying it as a problem for democracy.' Disinformation is often combined with other
instruments in an increasingly diverse, hybrid 'toolbox’,used by authoritarianstate actors to impact
political decision-making beyond their own political spheres. In addition to information influence
such as disinformation, hybrid threatsinclude election interference, cyber threats, energy coercion
and terrorism."'Disinformation techniquesare also constantly evolving.

2.6.3. Growing evidence of online disinformation across the world

The Oxford Internet Institute (Oll) has found increasing social media manipulation by governments
and political parties across the world. According to Oll, Facebook and Twitter found evidence of
seven states engaging in information operations to influence foreign audiences in 2019: China,
India, Iran, Pakistan, Russia, Saudi Arabia and Venezuela.
However, over 10times as many countries are using such
techniques to influence domestic audiences. In 2020, the
institute found evidence of organised social media
manipulation in 81 countries, significantly more than in
previous years. '

Figure 23 - Countries using
organised social media
manipulation

Russia is a well-known player in the field of hybrid warfare,

disinformation and influence operations, and its techniques o o
and narratives are well documented. Russia has significantly

stepped up its coordinated campaign of disinformation since

the start of its illegal aggression against Ukraine, leading to an

'information war' that is being fought online.'” By spreading

myths and disinformation, Russia seeks to shape the narrative
around the war and justify its war against Ukraine. Russia has 017 2018 2019 2020

claimed, for example, that Ukraineis planning to use chemical

weapons against Russianspeakersin the Donbas. Ukrainedoes ~ Data source: Oxford Internet Institute,
not use, produce or stockpile chemical weapons, and the  2020.

allegations are therefore without basis.'* Ukraine is a State

Party to the Chemical Weapons Convention and its strict

adherence to the convention has been repeatedly praised by the Organisation for the Prohibition

of Chemical Weapons (OPCW).'* In fact, according to theNuclear Threat Initiative, Ukraine returned

all the former Soviet chemical weapons on its territory to Russia for elimination following its
independence in 1991. Russia has actually covered up its own use of chemical weapons against
individual political opponents; according to several investigative journalistsit has used them most
recently in the assassinationattempt against Alexei Navalny.
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In each of these countries, researchersfound that at least one political party or government agency was involved in
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Encrypted messaging services (such as Facebook subsidiary WhatsApp) play an increasingly
important role in spreading mis- and disinformation (for example, in the 2020 US presidential
election).' Facebook remains the platform of choice for social media manipulation across the
world, partly due to its global market dominance.With 2.91 billion users worldwide, Facebookis by
far the most popular social network, followed by YouTube (2.56 billion users), WhatsApp (2 billion),
Instagram (1.48 billion), WeChat (1.26 billion), TikTok (1 billion), Facebook Messenger (0.98 billion)
and Telegram (0.55 billion). Twitter has 436 million users.™ In Russia's war on Ukraine, TikTok has
emerged as a major tool to spread mis- and disinformation about the conflict,®with some
commentators labelling it the 'first TikTok war'.'*

2.6.4. The EU's response to online disinformation

In recent years, the EU has stepped up efforts to counterdisinformation. In September2015, the East
StratCom Task Force (ESTF) was set up under the EEAS. To date, the Task Force has collected over
12 000 samples of pro-Kremlin disinformationin its EUvsDisinfo database. The EEAS has alsoadded
two further task forces, Western Balkans and South, for the MENA and Persian Gulf region. The
European Commission included an initiative against fake online information in its 2018 work
programme.”In 2018, the Commission proposed the creation of an independent network of fact-
checkers, encouraging media literacy to help citizens spot online disinformation, and additional
support for quality journalism. It also proposed an EU-wide code of practice on disinformation for
key online platforms, social networks and the advertisement industry. Published in September 2018,
the code is geared towards reducing online disinformation. Among other things, it encourages
social media platforms to make it clearer for users where promoted content comes from, to direct
users to trustworthyand diverse news sources, and close down fake accounts.

Figure 24 — Overview of EU joint and coordinated action against disinformation
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Following the code of practice, the Commission and HR/VP adopted a joint action plan in
December 2018. Moreover, EU institutions and Member States launched a rapid alert system in

146 The disinformation threat to diaspora communities in encrypted chat apps, Tech Stream, March 2021.
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148 TikTok algorithm directs users to fake news about Ukraine war, study says, The Guardian, March 2022.
149 Watching the World’s First TikTok War, The New Yorker, March 2022.
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March 2019, to share information about disinformation™' and set up a European cooperation
network for elections. An observatoryfor social media analysis (SOMA) was created, and European
Media Literacy Week was launched to increase awareness and societal resilience. In their June 2019
joint communication on the implementation of the action plan against disinformation, the
European Commission and the HR/VP concluded that, despite some progress made by online
platforms, more remained to be done. All online platforms needed to provide more detailed
information to facilitate the identification of malign actors and targeted Member States; intensify
their cooperation with fact checkers and empower users to detect disinformation more easily; and
give the research community meaningful access to data, in line with personal data protection rules.
In September 2020, the Commission's assessment of efforts by social media platforms since signing
the code of practice reached similar conclusions.™?In response to the Covid-19 pandemic, the
Commission and HR/VP issued a joint communication on tackling Covid-19 disinformation in
June 2020. It centred around understanding the threat from disinformation, communicating with
citizens about the risks and cooperating interinstitutionally and with international partners
including the G7, NATO and the WHO. The Commission also launched a Covid-19 disinformation
monitoring programme, to keep people informedaboutthe virus and vaccines.

The December 2020 Council Conclusionson strengthening resilience and countering hybrid threats,
including disinformationin the context of the Covid-19 pandemic, invited the Commission and
HR/VPto furtherenhanceresponsesat EUlevel. It invited the Commission to develop and eventually
implement additional transparency requirements for online platforms. To address some of the
shortcomings in countering disinformation, the Commission therefore unveiled its proposal for a
digital services act™? in December 2020, which aims to create a safer and more trusted digital
environment, setting standards and requirements for different types of services, such as social
media platforms, to ensure transparency and accountability. It introduces a 'notice and action’
mechanism and safeguards against harmful contentonline, including disinformation. In April 2022,
the Counciland Parliament reached a political agreement on the proposed act.

The European Parliament has consistently pushed for more action against disinformation, including proper
staffing and 'adequate resources' for the StratCom Task Force. In Parliament's June 2017 resolution on digjital
markets and online platforms, Members called on the European Commission to analyse the possibility of
drafting legislation on combating fake news and the dissemination of fake content. In its October2019
resolution on foreign electoral interference and disinformation, Parliament called for an enhanced
permanent East StratCom Task Force, with more funds, and also underlined that online companies must
cooperate in combating disinformation. The European Parliament set up a Special Committee on Foreign
Interference and Information Manipulation, including Disinformation (INGE 1) in June 2020. Its final report
was adopted in plenary in March 2022. Parliament called for increased resources to monitor threats,
including disinformation, and more efforts to raise public awareness of the matter. Members also stressed
the need to work with partners and called for situational awareness on disinformation and foreign
manipulation to be further developed. Members urged the EU to set up a sanctions regime against
disinformation and called on social media platforms to do more to fight disinformation and foreign
manipulation. A second INGE Special Committee (INGE 2) was launched in March 2022, to follow up on the
report. Disinformation has also featured prominently in the transatlantic legislators' dialogue (a dialogue on
policy issues between the European Parliamentand the US Congress. Forinstance, at its 84th meeting, the
houses shared views on how to combat Russian and Chinese targeted disinformation.
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Disinformation also features prominently in the European democracy action plan adopted in
December 2020, which envisages new legislation on political advertising, measures to support
media freedom and pluralism and to counter disinformation (e.g. efforts to overhaul the Code of
Practice on Disinformation into a co-regulatory framework of obligations and accountability of
online platforms)."*In May 2021, the Commission issued new guidance to strengthen the Code of
Practice on Disinformation. New measures are intended to empower users to understand and flag
disinformation, increase fact-checkingmechanisms and de-fund disinformation, by inter alia barring
advertisersfrom their platforms thatspreadit. It also calls for the creation of a Transparency Centre
by signatories to the Code of Practice on Disinformation (online platforms, leading social networks,
advertisers and the advertising industry) and a task force led by the Commission, with
representatives from the Member States and signatories to the Code of Practice. The proposed
measures in the Commission guidance were implemented on 16 June 2022, when a strengthened
Code of Practice was published, aimed at addressing the shortcomings of the previous version,
which the Commission welcomed. The strengthened Code also considers the lessons learnt from
the Covid-19 pandemic and Russia's war on Ukraine, and lays the groundwork for a more
transparent, secure and trustworthy online space. Finally, the Strategic Compass — an ambitious
strategy to strengthen the EU's security and defence policy by 2030 - adopted in March 2022, sets
ambitious goals for developing tools to increase resilience against disinformation and foreign
manipulation. A centralmeasureis the creationofa 'toolbox' in 2022 - a set of measures to respond
to, detect and analyse such threats among other things (already called for in the European
democracy action plan in December 2020). The EU toolbox on foreign information manipulation
and interference (FIMI) is supposed to, among other things, strengthen the EU's ability to detect,
analyse and respond to such threats, as well as to deal with ways to impose costs on malign
disinformation actors. As part of its sweeping sanctions on Russia following the Russian war on
Ukraine, the EU has already sanctioned propagandists and banned major state-owned Russian
broadcasters Sputnik and RussiaToday from broadcastingin the EU.

2.7. Combating terrorism

2.7.1. Jihadist attacks - Still the greatest terrorist threat for the EU

In 2021, Member States still considered jihadist terrorismto constitute the greatest terrorist threat
in the EU.™ Since 2020, most jihadism-inspired attacksin the EU have taken the form of an assault
in public places targeting civilians, carried out by an individual acting alone.® Jihadists in the EU
continueto be stronglyinfluenced by propaganda posted online byjihadist terrorist groups outside
the EU, which confirms the crucial role that the internet continues to play in enabling violent
extremists to spread their propaganda among potentially vulnerable and receptive audiences.”™
Both ISIL/Da'esh and the al-Qaeda network continue to incite lone-actor attacks in Western
countries, demonstrating the close interlinks between EU externaland internal security.

In 2021, the EU took an important step to address the dissemination of terrorist content online.'®
Competent authoritiesin the Member Statesnow have the powerto issue removal orders to hosting
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service providers, requiring them to remove terrorist content or disable access to it in all Member
States. Internet platforms must then remove or disable access to the content within one hour. The
rules apply to all providers offering services in the EU, whether or not they have their main
establishmentin an EU Member State.In 2021, the EU also continued to reinforce its framework for
combating money laundering and terrorist financing. The new rules include measures on crypto-
assets, extending the obligation to report suspicious transactions to such assetsand introducing a
ban onanonymouscrypto-wallets.

With an estimatedhalf of the EU citizenswho joinedISIL/Da'esh stillabroad, foreign terrorist fighters
(FTFs) returning from Syria and Iraq continue to pose a challenge.In 2021, the EU placed particular
emphasis on preventing the further radicalisation of children and women returnees, with the
publication of guidelines for a coordinated EU approach tothe prevention of radicalisation.'® There
are concerns that the difficult conditions that foreign fighters and their families experience in
prisons and camps in North-East Syria could be a factor in further radicalisation, leading to calls to
provide these foreign fighters with humanitarian aid and support.

Following the Taliban takeover of Afghanistan in September 2021, the Council published a counter-
terrorism actionplan on Afghanistan. The action plan identifies four objectives: to prevent jihadists
from infiltrating the EU by improving security checks; to stop Afghanistan from becoming a safe
haven for terrorist organisations;'® to monitor and counter propaganda and mobilisation of the
Jihadiecosystem; and to tackle organised crime as a source of terrorist financing.

Parts of Africa have become a new global hotspot forjihadist terroristactivity. ' Local armed groups
have increasingly developed strong Salafi jihadist ideologies and forged ties with jihadist
movements predominantly active in the Middle East - al-Qaeda and ISIL/Da'esh. By way of example,
experts report that violence linked to militant Islamic groups rose 70 % in Maliin 2021, compared to
2020, with an approximate doublingin attacks on civilians and associated deaths.'®

The spike in violence attributed to jihadist groups and their ties to foreign movements has
prompted international stakeholders, including the EU, to launch counterterrorism operations,
alongside local actors. The EU has been supporting the G5 Sahel Joint Force, which the G5 Sahel
countries Burkina Faso, Chad, Mali,’®® Mauritania and Niger launched in 2017, with the aim of
fighting terrorism andorganisedcrimein the region. The EU has alsodeployed three CSDP missions
in the Sahel, EUCAP-SahelNiger (2012), EUCAP-Sahel Mali (2014) and EUTM-Mali (2013), along with
a regional advisory and coordination cell (RACC) based in Nouakchott (2019). In March 2020, 11 EU
Member States launched a common European intervention in the Sahel, called 'Takuba’, to fight
alongside the Malian army.'® The EU also supports the Multi-national Joint Task Force (MNJTF) of
the Lake Chad Basin Commission (which supports the fight against the Boko Haramterrorist group
in Chad, Cameroon, Nigeria and Niger).In 2021, the EU also deployed a military training mission to
Mozambique (EUTM Mozambigque), to help address the terrorist insurgency in the north of the
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According to a UN report published in early June 2022, al-Qaeda has once more found a haven in Afghanistan under
the Taliban and 'increased freedom of action', with the potential to launch new long-distance attacks in coming years.
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country. Part of the funding for these counterterrorism operations has come from the newly
established European Peace Facility.'® However, following coups in Mali and Burkina Faso, the
security situation in the Sahel continues to deteriorate. This has prompted the EU to suspend its
operations in Mali, as mentioned above.'® France, which launched its own counter-terrorism
operation in the Sahel, Barkhane, in 2014, decided to withdraw its military resources from Mali,
together with European Statesand Canada operatingalongside Barkhane and within the Task Force
Takuba.These states have agreed nonetheless to continue their joint action againstterrorism in the
Sahelregion, including in Niger and in the West African coastal countries.’

Recentdevelopments

On 20 June 2022, the Council adopted Conclusions on addressing the external dimension of a constantly
evolving terrorist and violent extremist threat. Council adopted these condusions with the aim of ensuring
that the political guidance driving the EU's common action remains adjusted to the reality of the EU's
security exposure. The conclusions begin by expressing serious concern about the possible long-term
implications of the Russian aggression against Ukraine on the terrorist threat, both within the EU and
globally. The Council singles out ISIL/Da'esh, al-Qaeda and their affiliates as the most prominent terrorist
threat worldwide, warns of the misuse of new technologies for terrorist purposes, and regrets a trend of
growing politicisation in the fight against terrorism. Council calls for the EU's role on the global counter-
terrorism stage to be expanded, and for a more strategic use of the EU's counter-terrorism sanctions regime.

Terrorist attacks in Europe over the past decade have givenrise to initiatives to crack down on the illegal
trade in firearms, a relatively small market under the control of organised criminal groups, to prevent
terrorists from easily acquiring firearms. Europol has expressed concerns over the large number of weapons
being supplied to Ukraine, which could be trafficked back to the EU once the war is over. According to
Europol, 30 years on, criminal gangs in the EU still use weapons originating from the war in the former
Yugoslavia (1991-1999), raising fears that the same could happen with weapons currently in use in Ukraine.
Europol is also closely monitoring the movements of terrorists and violent extremists in and out of Ukraine.
So far, there is no indication that the fighting in Ukraine is attracting any particular group of extremists.

Russia's war on Ukraine has also focused minds on risks emanating from chemical, biological, radiological
and nuclear (CBRN) substances, including the risk of radiation from attacks on, or accidents in, nuclear
power stations, or the use by Russia of biological or chemical weapons. Thereis also a risk of CBRN material
being diverted and trafficked to the EU, mainly radiological material from medical facilities in areas that
have seen heavy fighting, or material from smaller chemical plants. This material could potentially end up
in the hands of terrorists. Shortly after the Russian invasion of Ukraine, the European Commission
announced that it would build up strategic reserves to enhance the EU's capacity to respond to (CBRN)
threats. The strategic reserves are to include a strategic stockpile, worth €540.5million, consisting of
equipment (personal protective equipment and detection, identification and monitoring devices) and
medicines, vaccines and other therapeutics to treat patients exposed to CBRN agents. It will also include a
decontamination reserve, comprising both staff and equipment to decontaminate people, infrastructure,
buildings, vehicles or critical equipment.

In March 2022, Europol's Management Board decided to suspend any cooperation with Russia, including
through the strategic agreement concluded in November 2003.
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2.7.2. Terrorism in the world

Measured in terms of individual deaths, the fight against terrorism has recorded significant
successes over the past few years. According to the 2022 Global Terrorism Index (GTI), in 2021,
deaths from terrorism fell for the sixth consecutive year, from a high of 33555 in 2014, to 7 142 in
2021."%® The terrorism score improved for 86 countries, while it deteriorated for 19. Nevertheless,
terrorismis stillwidespread, and thenumber of attacks globally increased by 17 %in 2021,to 5 226.
Some 44 countries recorded at last one deathfrom terrorismin 2021.

In 2021, over 97 % of deaths from terrorism were recorded in countries that were already
experiencing political instability and conflict. In that same year, the 10 countries experiencing the
highestimpact from terrorismwere allengaged in armed conflict. Afghanistan remains the country
that is most affected by terrorism, followed by Iraq and Somalia. However, ISIL/Da'esh and its
affiliates have replaced the Taliban as the deadliest terrorist group in the world, with deaths
attributed to the group more than doubling, from 942 deaths in 2019, to 2066 in 2021. Owing to
the expansion of ISIL/Da'esh affiliated groups in Sub-Saharan Africa, terrorism has surged in the
region, making it a new global hotspot for jihadist activity. Of the 10 countries most affected by
terrorism, 3arein the Sahel region (Niger, Mali and Burkina Faso). In contrast, in the MENA region,
deaths from terrorism have fallen by 39% in the last three years, and terrorist attacks and deaths
from terrorismhave also continuedto decreasein Europe.

While religion-inspired terrorism has declined, political terrorism, including far-rightterrorism, is on
therisein North America, Oceania and Western Europe, with eight countriesreporting at least one
instance of political terrorismin 2021.

2.7.3. Terrorism in Europe

Despite the recent fall in terrorist attacks, the terrorist threat in Europe has nevertheless grown
significantly over the past two decades. Groups with an explicitly anti-Western and anti-European
'jihadist' ideology, such as al-Qaedaand ISIL/Da'esh, have expanded in influence and importance."®
However, itis noticeable that arrestsand attacks linked to right-wing terrorism have also increased
consistently over the same period. The total number of deaths from terrorism has nevertheless
continuedto fall, froma peakin 2015 (151 deaths)and 2016 (142 deaths), to 21 deaths in 2020. Of
the 21 people who died as a result of terrorist attacks in 2020, 9 were killed during a single right-
wing terroristattack,and 12 died as a result of 6 jihadist terroristattacks.'”°In a worrying trend, the
number of jihadist terrorist attacks that were completed (10) outnumbered those that were
thwarted (4).

Since 2007, 61 % of terrorism fatalities in the west (including Western Europe, North Americ, and
Oceania), were caused by Islamic groups, while 30 % have been attributed to far-right terrorism.'”!
The vast majority of deadly terrorist acts, and the most deadly terrorist attacks, that Europe has
witnessed since 2004 were perpetrated by individuals either directly linked to or inspired by
extremist groups with centres outside Europe's borders (see Figure 25). This connection between
internaland external security hascome to shapeEU action.
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Primary responsibility for combating crime andensuring security within the EU lies with the Member
States. However, the EU providestools to assist with cooperation, coordinationand (to some extent)
harmonisation between Member States. It also providesfinancial supportto address thisborderless
phenomenon. The EU has also stepped up cooperation with third countries to combatthe terrorist
threat, including throughfunding. There has been a marked increase in the exchange of information
with third countries, and a counter-terrorism dialogue is now held with 20 countries, including in
the Middle East, North Africa, the Balkans and with Turkey. Funding for these initiatives has come
both from the EU budget and from individual Member States.'”?

172 S, Voronova, Understanding EU counter-terrorism policy, EPRS, European Parliament, January 2021.
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Figure 25 —Terrorist attacks and arrests, EU Member States (EU-27), 2021
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Legislation, agreementsand developmentsin2021-2022

Police cooperation: the Commission presented a police cooperation package in December2021, with
proposals on information exchange between law enforcement authorities, on an automated data exchange
under a renewed Priim framework, and on operational police cooperation.

Combating terrorism financing: the Fifth Anti-Money-Laundering Directive complements the existing EU
framework for combating money laundering and terrorist financing. Several other pieces of legislation
harmonise or update existing rules: a Directive on countering money laundering by criminal law, a Directive on
facilitating the use of financial and other information, a Regulation on controls on cash entering or leaving the
Union and a Regulation on the mutual recognition of freezing and confiscation orders in 2021. The EU
continued to reinforce its framework for combating money laundering and terrorist financing, with an
ambitious anti-money-laundering (AML)/Countering the financing of terrorism (CFT) package. The package
provides for creating a new EU authority, in the form of a decentralised EU regulatory agency, in charge of
AML/CFT supervision and supporting EU Financial Intelligence Units (FIUs). Moreover, itincludes measures on
crypto-assets, extending to such assets the obligation to report suspicious transactions and introducing a ban
on anonymous crypto-wallets

Terrorism content online: the regulation on dissemination of terrorist content online, which applies as of
7 June 2022, isintended to prevent violent extremism, especially online.

Regulating weapons: a Directive on the control of the acquisition and possession of weapons and a Regulation
on deactivation standards ensure that deactivated firearms are rendered irreversibly inoperable, prevent
terrorists from easily acquiring firearms or reactivating de-activated ones. The new 2020-2025 action plan on
firearms trafficking aims at addressing the 'remaining legal loopholes and inconsistenciesin firearms controls
that hinder police cooperation'and to step up international cooperation.

Protecting EU borders:the EU has decided to create a standing corps of up to 10 000 operational staff within
Frontex (transformed into a European Border and Coast Guard Agency), by 2027. Improving management of
the EU external borders (including in cases of health crises or hybrid attacks) is also one of the objectives of the
ongoing Schengen reform.

European Public Prosecutor's Office (EPPO): The mandate of the newly created European Public Prosecutors
Office (EPPO) has been extended to comprise terrorism.

Exchange of information with third countries: Europol has concluded operational agreements with a total
of 17 non-EU countries, of which 9in the last 7 years, allowing for the exchange of information, including
personal data. Europol also concluded strategic agreements with Armenia, Brazil, China, Russia (suspended),
Turkey and the United Arab Emirates, but these are limited to the exchange of general intelligence. In 2021,
Europol also reached an agreement with New Zealand for the exchange of personal data, which is ready for
signature. Negotiations for a similar agreement with Israel have started. In February 2022, the co-legislators
agreed on strengthening Europol's mandate, empowering the agency to cooperate more effectively, including
by concluding international agreements.

EU counter-terrorismdialogues are held with some 20 countries; since 2015, the focushas been on counter
terrorism cooperation with the Middle East and North Africa (MENA) countries, the Balkans and Turkey.
Following Brexit, Europol has also stepped up cooperation with the UK.

Counter-terrorism capacity building: the EU provides numerous countries with technical assistance and
training, including support for counter-terrorism capacity building efforts, and preventing and countering
violent extremism (P/CVE) initiatives. EU funding for preventing and countering violent extremism in non-EU
countries has tripled since 2015, reaching over€500 million in 2020.
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Support for victims of terrorism

Protecting and supporting victims of terrorism has been an essential part of the measures the Commission
has put in place to address all aspects of the terrorist threat. Several strategic documents, including the
counter-terrorism strategy and the European agenda on security, have highlighted the importance of
solidarity, assistance and compensation for victims, regardless of where in the EU a terrorist attack has
taken place. The legal framework has been strengthened through a series of directives. Victims of
terrorism have the right toimmediate access to medical and psychological support as well as information
on legal, practical and financial measures.

The Commission has established a European network of associations of victims of terrorism (NAVT) aimed
at fostering cross-border cooperation between associations of victims of terrorist attacks in the Member
States, and enhancing the defence of victims' rights at EU level. Moreover, in January 2020, the
Commission set up the EU Centre of Expertise for Victims of Terrorism to help ensure that the EU rules on
victims of terrorism are correctly applied.

In 2020, the European Commission also presented its first-ever EU strategy on victims'rights 2020-2025,
whose main aim is to enable all victims of crime to make full use of their rights. It acknowledges that
victims of terrorism are a group of particularly vulnerable victims who require specialised support.

2.8. Tackling energy insecurity

Energy security is defined by the International Energy Agency as 'reliable, affordable access to all
fuels and energy sources'.'?The EU is dependent onimports to provide reliable, affordable access
toall fuels and energy sources: in 2020, imports covered over half (57 %) of the EU's energy needs.
This figurerises furtherfor oiland natural gas, the largest part of which came fromRussia in the years
before the ongoing war on Ukraine. More striking still: the EU's dependence has not decreased, but
remained remarkably stable, and high, over time. The fact that a large share of the world's
hydrocarbonreserves is located in hostile or volatile regions such as Russia, the Middle East and
North Africa, means that the EU is at risk of supply disruptions, which can affect its citizens and its
economies.

2.8.1. Energy security in a globalised world

Russia's war of aggression against Ukraine has propelled the urgent challenge of securing energy
supplies to the forefront of EU policy-making. The extended sanctions and bold decisions adopted
by the EU since February 2022 have increased the speed of the EU's decoupling from Russia,
Europe's largest supplier of coal, oiland gas before the war.

With the exception of unilateral moves (such as Russia's decision to stop supplying some Member
States, due to the dispute over payment in roubles), the speed with which Europe can decouple
from Russia dependson the energy source. Decoupling is easier for oil than fornatural gas, since oil
can be flexibly transported and traded across the world. As a result, EU importers have plenty of
alternatives to choose from.

It is much more difficult for the EU to source natural gas from non-Russian sources. The supply of
natural gasis usually agreed on the basis of long-term contracts and the gasis transported through
pipelines, which are expensive, take years to build and are only economically viable up to a certain
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Energy Security, International Energy Agency.
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distance. While options to diversify gas imports exist (e.g. liquefied natural gas (LNG),"” there are
capacity constraints, both in terms of production, as well as terminal and shipping capacity. In
addition, this option is currently at least more expensive and potentially more polluting, and less
used as a result.””® Gas importers therefore have only a limited choice of suppliers, and cannot
flexibly switch from one to another. This is the case, e.g. for Bulgaria and Latvia, who were among
several countries where three-quartersor more of gas imports came fromRussia in 2020.'7

From an energy security perspective, nuclear energy offers advantages, as uranium is widely
available and many nuclear power plantsin the EU have a choice of suppliers.'”” The exceptions are
for some types of Russian-designed reactors, for which Russia is the only manufacturer of nuclear
fuel, although this problem can be at least partly addressed by having sufficient stockpiles;in 2019,
the Euratom supply agency calculated that EU nuclear power stationshad enough uranium to last
an average of three years.However, the problem of disposing of nuclearwaste and post-Fukushima
safety concerns detera wider use of nuclear energy.

The EU is a leader in promoting energy efficiency and renewable sources. Apart from their
environmental benefits, both help to cut reliance on energy imports — energy efficiency becauseit
reduces overall energy consumption, and renewable energy because it can be produced locally.
However, renewable energy requires a high initial investment. In addition, electricity production
from wind and solar power inevitably depends on weather conditions. Batteries and other
technologies can store surplus electricity so that it is available for periods of low output, but they
also create new forms of import dependence on minerals such as lithium and cobalt, and require
higher up-front investment. In the longer term, technological advances should help to solve the
latter problem by bringing the cost of electricity storage down to a viable level.

2.8.2. Energy security as a challenge for the EU

Although Europe hassome energyresources of its own, these are farfromenough tomeet demand.
The EU's energy dependence increased from 40 % of its total energy consumption in 1990 to 57 %
in 2020 (see Figure 26).'7® While the EU's total energy consumption is declining (thanks to more
efficient energy use), and the contribution from renewable energy is growing, many EU countries
have been moving away from nuclearenergy-following the 2011 nuclear accident in Fukushima -
and polluting coal. However, renewable energy is not yet ready to compensate (see Figure 27)
although the Commission'sRePowerEU plan is certainly an important step towards increasing their
share. Asaresult, gas consumption is rising, at the same time as the EU'sown production of gas, for
example in the North Sea, is in steep decline. The result is a sharp rise in gas imports, and with it,
continued high overall energy dependence.'”” Apart from the need to guarantee physical energy

174 Asits name suggests, LNG iscreated by compressing natural gas into a liquid. Gas in this form can be transported by

ship regardless of distance, opening the door to imports from countries such as Qatar, the USA and even Australia.

75 Imports — gas — monthly data (measured by gross calorific value, Eurostat (2019 data). Nonetheless, to decrease their

dependence on Russian gas, EU Member States such as Lithuania (2014) or Poland (2016) have started importing LNG.
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ITC Trade Map, imports of petroleum gas and other gaseous hydrocarbons.

77" However, some EU nuclear power plants only run on Russian fissile material. In this context, the EURATOM supply

agency calculated inits 2019 Annual Report that EU nuclear power stations had enough uranium to last an average
of three years.

78 Energy production and imports, Eurostat. The share of imports rises to more than 90 % for crude oil and for natural

gas, which are the two biggest components of the energy mix.

179 As explained in the previous section, diversifying gas supplies is often difficult due to the need for pipelines; in the

EU's case, over two-thirds of gas imports come from just two countries, Russia (41 %) and Norway (23.5 %). See:
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supplies for Member States, industry and citizens, as well as meeting the targets the EU has set in
relation to the climate transition,the Covid-19 pandemicand Russian invasion of Ukraine highlight
a third important concern: energy prices. Given that energy use accounts for a high and growing
share of consumer spending, thereis a tangible risk of growing energy poverty and a wider negative
impact on economic growth. This explains the Global Strategy, the Normandy Index and the EU
Strategic Compass' identification of energy security as one of the EU's main external
vulnerabilities. ®

Figure 26 — EU energy dependence Figure 27 — EU energy consumption
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The EU imports nearly all of its oil, most of its gas, and slightly over half of its total energy needs. The share
of renewable sources in the energy mix s rising, but fossil fuels are still dominant. While coal and oil are in
decline, gas consumptionis rising.

Data source: Eurostat (enerqy dependence; energy mix), Accessedin June 2022.

2.8.3. EU action to decrease energy dependence

In 2007, European leaders agreed to ambitious renewable energy and energy efficiency targets.
Efforts in both areas are likely to intensify further following both the European Commission's
December 2019 Green Deal, aiming for a carbon-neutral EU by 2050, and its adoption of the
Recovery and Resilience Facility, in the context of which national recovery and resilience plans
should devote at least 37 % of total expenditure to investment and reform supporting climate
objectives. Today, 17.5% of energy consumed in the EU comes from mostly European renewable

Quarterly Report on European Gas Markets, European Commission, 2022. Moreover, 10 EU countries (Bulgaria,
Czechia, Estonia, Latvia, Hungary, Austria, Romania, Slovenia, Slovakia, Finland) get over three-quarters of their gas
imports from Russia. See: EU imports of energy products — recent developments, Eurostat, January 2021.

180 E |azarou, Mapping threatsto peace and democracy worldwide: Normandy Index 2020, EPRS, European Parliament,
2020.
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sources, and totalenergy consumption is declining.'' In the longer term, these two trends should
make the EU less dependent on imports. However, constraints on renewable energy storage and
the energy repercussions from the Russianinvasion of Ukraine will mean continued reliance on fossil
fuels for the short and medium term. The EU has therefore also taken action to secure oil and gas
supplies, using the legal basis provided by the LisbonTreaty, which givesthe EU arole in promoting
European energy security. Spurred by the 2009 gas crisis, the EU adopted new legislation, such as
the 2017 Security of Gas Supply Regulation (SoGS Regulation), which among other things creates
mechanisms for sharing gas between Member States in the event of a crisis.'® In March 2022, the
Commission proposed an expedited and targeted revision of the SoGS Regulation that would
require all Member States to fill their gas storage levels to at least 80% of capacity by
1 November 2022 (rising to 90 % in subsequent winters), introduce solidarity mechanisms between
Member States when it comes to accessing stored gas, and require certification of all gas storage
operators, including those owned by third countries (e.g. Russia).'®® A compromise between the co-
legislators was reached on 20 May 2022.

To diversify gas procurement, the European Commission agreed with the USA in March 2022 on
additional LNG deliveries through US exports. The Commission is also working with Canada on
possible LNG and hydrogen deliveries and aims to conclude a trilateralagreement with Egypt and
Israel on LNG supply soon. In addition, it will explore opportunities with Gulf countries for
concluding green hydrogen partnerships. To secure affordable prices for gas, LNG and hydrogen,
the Commission and Member Statesestablished an EU Energy platform for the purchase of energy
in April 2022.%* While gas is the biggest concern in terms of security of supply, the EU also has
legislation to ensure all Member States develop minimum oil reserves, and takes measures to
guarantee security of electricity supply in the event of an unexpected disruption.Growing national
concerns around rising energy prices in 2021 led to the European Commission adopting a toolbox
(October 2021) of targeted interventionsthat Member States could take to counter these price rises
in a way that does not undermine the single market in energy.'® Further increases following the
Russian invasion of Ukraine led Member States to agree on the need for new measures to combat
therapidincreasein energy prices at the European Council meeting of 24-25 March 2022, inter alia
by calling on the Commission'to submit proposals that effectively address the problem of excessive
electricity prices'.

In March 2022, the Commission proposed the REPowerEU, joint European action, designed to
reduce fossil fuel imports from Russia by two thirds in 2022, with the goal of making Europe
independent from Russianfossil fuels well before 2030. In the REPowerEU context, the Commission
adopted a new EU external energy strategy (External energy engagementin a changing world) in
May 2022, which aims to reduce overallenergy demand and ensure fair competition for resources,

181 Where does our energy come from? Eurostat.

182 Sharing gas to ensure gas for all, European Parliament, 2017.

183 According to a2022 report from the Agency for the Cooperation of Energy Regulators (ACER), actual gas in storage in

the EU-27 was only around 20 % of annual consumption (as of 1 October 2021), with filling-in levels of only 72 % and
particularly low storage levelsin sitesowned by Gazprom. The ACER report lends support to the need for urgent EU
action on gas storage.

84 |nitiatives relative to LNG could result in new dependencies, both in terms of (quantitative) restrictions and prices.

185 These include temporary reductionsin energy taxes, social payments for vulnerable consumers, and action to prevent

disconnections, such as a temporary deferral of payments.
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boost energy savings and energy efficiency and pave the way for a future green hydrogen
partnership.'®

Regulatory measures are flanked by the
construction of physical infrastructure, such
as reverse flowand interconnector pipelines

Energy securityin the EU's neighbourhood

Like the EU itself, most of its European neighbours rely

. . on imported fossil fuels, including natural gas from
allowing gas to be transported more flexibly Russia. Three eastern European and six Western Balkan

from one country 'to another.™ In o htries have joined the EU's energy community,
March 2022, the EU achieved an emergency  which promotes energy security by encouraging them
synchronisation of the Continental to adopt EU energy rules and integrate into EU
European Electricity Grid with Ukraine and markets. EU funding also finances energy
Moldova. For 2021-2027. the European infrastructure, such as new interconnecting electricity
. . ! p cablesand gas pipelines.

Commission is proposing a €5.2 billion

budget from the Connecting Europe Facility ~ The EU holds energy dialogues with countries such as

to support energy investmentssuch as new Algeria, animportant gas supplier. Europear? loans and
pipelines and electricity cables linking EU grants helped to develop the TANAP pipeline, part of

tri d their neiahb ; the Southern Gas Corridor, which began bringing Azeri
countries an eir neighbours, gas storage

gas to south-eastern Europe in 2020.

facilitiesand LNG terminals.’® The EUand its

Member States fund research into

renewable energies and energy efficiency, including in cooperation with international partners such
as Japan.'® In June 2022, meeting in Chile, the European Commission and ministers from several
countries including Australia, Canada, China, India, Saudi Arabia, and the USA, made a joint
commitment to collaborate on a clean hydrogen mission under the second phase of the Mission
Innovation initiative.'?

2.8.4. Prospects for European energy security

In its 2014 European energy security strategy, the European Commission pointed to the lack of
lasting disruption of supplies since the 1970s as evidence that energy security measures have
succeeded.”' Developments in 2022 marked a sudden and radical departure (in scale) from the
existing situation. While in the longer term, renewable energy gives the EU an opportunity to
develop its own sources of clean energy, until that happens, it will continue to import most of its
energy. EU gas markets have become more integrated: accordingto one report,asmuch as 75 % of
gasintheEUis consumed in a competitiveand well-functioning market, in which gas can be flexibly
routed to countriesand regionswhere the need is greatest.’® Moreover,in 2022, the EU has actively
increased its efforts to diversify its energy imports. However, a potential EU reorientation to LNG

186 Since 2020, the EU and Chile have carried out joint actions on green hydrogen.
187 Unfortunately, RePower EU neither proposed specific projects nor more funds relative to this particular element.
188 European Parliament, Legislative Train Schedule, Connecting Europe Facility 2021-2027.

189 Research and innovation international cooperation in the field of renewable energy technologies, European
Commission, December 2020.

190 Mission Innovation is a global initiative of 22 countries and the European Commission (on behalf of the EU) to
reinvigorate and accelerate global clean energy innovation, achieve performance breakthroughs and cost reductions
and provide widely affordable and reliable clean energy solutions.

191 European_enerqgy security strateqy, European Commission communication COM(2014) 0330 final. However, this
Communication notes that there were disruptions in 2006 and 2009. There were therefore indications of potential
disruption, although not at the current scale.

192 p. Zeniewski, A long-term view of natural gas security in the European Union, IEA, 2019.In this context, it isimportant

to stress the need for more and better EU gas interconnections.
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would face constraintsrelated to availability, storage capacity and high(er) prices. Asa result, many
European countriesremain heavily dependent on Russian gas. While many are now better prepared
to cope with potential supply disruptions than they were in 2009, the effort countries will have to
make to reduce their dependence on Russian fossil fuels will be substantial, especially given high
energy prices and high levels of debt following the Covid-19 pandemic.’ Moreover, the climate
transition and the Russianinvasion of Ukraine show that, over and abovethis action, it is inevitable
that Member States will coordinate more closely on their energy mixes and supply infrastructure;
take strategicdecisions in close consultation with their neighbours; and map a path out of energy
dependency that is compatible with the transitionto climate neutrality by 2050.

2.9. Mitigating the securityimpact of climate change

The EU Global Strategy states that 'Climate change and environmental degradation exacerbate
potential conflict, in light of their impact on desertification, land degradation, and water and food
scarcity'. The strategy considers climate change to be 'a threat multiplier that catalyses water and
food scarcity, pandemics and displacement'. In 2018, the Intergovernmental Panel on Climate
Change (IPCC), the UN body for assessingthe science related to climate change, issued an alarming
special report on theimpacts of globalwarming of 1.5°C, which concluded that therisks to natural
and human systems of global warming exceeding 1.5°C would be major and asymmetric. For
example, at 2°Cof global warming, greater proportions of people would be exposed and susceptible
to poverty in Africa and Asia, while risks across energy, food, and water sectors could intensify
hazards, exposure, and vulnerabilities that could affect large numbers of people and regions. It
emphasised that smallisland states and economically disadvantaged populations are particularly
vulnerable and it drew numerous causal links between the deterioration of environmental factors
at land, sea or air and impacts on socioeconomic life, such as the further deterioration of food
insecurity in coastal areas due to ocean warming and acidification. This latter is one of countless
ways in which climate and human wellbeing are fundamentally connected. Many of these projected
risks were echoed by a report published in February 2022 as part of the IPCC's sixth assessment
cycle.”™

Theimplications for peace and security are undeniable, if not evident. The 2021 World Climate and
Security Report producedby the International Military Council on Climate and Security, identifies at
least five key risks security professionals predict undercurrent circumstances:

1 Compounded security threats created by convergence of climate and other threats.

2 Heightened vulnerability of politically fragile regions, and even relatively stable

regions such as Australia or the USA are notimmune.

Impacts on military infrastructure and military operations.

4 Potential second-order negative effects of climate mitigation strategies — such as
geoengineering —on globalsecurity, if not implemented carefully.

5 Outdated global governance and international legal norms that areill-equipped to
manage climate-related security crises.'”

w

193 For example, Lithuania has built an LNG terminal, while Latvia has expanded its gas storage capacity.

194 Climate Change 2022: Impacts, Adaptation and Vulnerability, Intergovernmental Panel on Climate Change,

February 2022.

2021 World Climate and Security Report, International Military Council on Climate and Security, June 2021. See also:
Clingendael, Military responses to climate change, March 2020.

195

68


https://eeas.europa.eu/headquarters/headquarters-homepage/58210/eus-call-raise-global-ambition-climate-change_en
https://imccs.org/wp-content/uploads/2021/06/World-Climate-and-Security-Report-2021.pdf
https://imccs.org/wp-content/uploads/2021/06/World-Climate-and-Security-Report-2021.pdf
http://www.gasprocessingnews.com/news/lithuania-sees-new-lng-terminal-easing-dependence-on-russia.aspx
http://gasprocessingnews.com/news/latvia-considers-options-for-baltics-only-gas-storage-facility.aspx
https://www.ipcc.ch/report/ar6/wg2/
https://imccs.org/the-world-climate-and-security-report-2021/
https://www.clingendael.org/publication/military-responses-climate-change

Peace and Securityin 2022

Existing security risks linked to the changes in weather and climate conditions are exacerbated by
the consequences of phenomena such as droughts, floods, deforestation, desertification and
environmental degradation. Between 2008 and 2019, events referred to as natural hazards — many
of them linked to climate change - forcibly displaced an estimated 265 million people,amounting
tomore than threetimes as many forced movements as those caused by conflict and violence.

Figure 28 — Internal displacement of persons due to natural disasters,2021
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Data source: Global Report on Internal Displacement, 2022. Regional figures represent new displacements
over the course of the year, and may not equal the global figure due to rounding.

Climate change can increase extreme weather events and fuel further instability through
consequences such as food and water scarcity, competition over decreasing natural resources,
disaster-related displacement and the disruption of productionand supply chains. Threats to energy
and economicinfrastructure are also increasingly linked to extreme weather phenomena.'*

Theforecast for Europeis also alarming. A reportby E3G, an environmental think tank, predicts that
annualdamage from coastal floods in Europe 'could be as high as €1 trillion per year affecting over
3.5 million people, drought-hit cropland could increase seven-fold, agricultural yields could decline
by up to 20 %, land burnt by forest fires could double and almost one in two Europeans could be
affected by water scarcity'.'”’

2.9.1. EU action against climate-related security risks

Recent years have signalled an unprecedented prioritisation of climate action by the EU, organised
around the flagship European Green Deal, presented by the vonderLeyen Commission in
December 2019, and aiming to make Europe the first climate-neutral continent by 2050, and a
globalleaderin fighting climate change by:

» leading by example, through the European GreenDeal;
» setting standardsfor sustainable growthacross global value chains;
» usingdiplomacy, trade and development cooperation to advance climate goals.

19 Climate-resilient infrastructure, OECD environment policy paper no. 14, December 2018.

197 Managing climate risk for a safer future. A new resilience agenda for the European Union, E3G, 2019.
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The European Commission communication on the European Green Deal recognises that climate
change is a significant threat multiplier and source of instability. It asserts that 'the ecological
transition willreshape geopolitics, including global economic, trade and security interests. This will
create challenges for anumber of statesand societies'. Consequently, the EU commitsto 'work with
all partners to increase climate and environmental resilience to prevent these challenges from
becoming sources of conflict, food insecurity, population displacement and forced migration, and
supportajust transition globally. The European Green Deal consolidates the commitmentto make
climate policy implications an integral partof EU external action-including in securityand defence.

Externally, climate security is addressed by a mixofinstrumentsand actions, carried outby the EEAS
and the Commission, particularly its Directorates-General for International Partnerships (INTPA,
formerly DEVCO), European Civil Protection and Humanitarian Aid Operations (ECHO) and Climate
Action (CLIMA). They implement several types of risk assessment (including conflict and fragility)
incorporating climate change effects and incorporate the results into planning for humanitarian aid,
development, missionsand agreements. Some of the ways in which the EU supports third countries
affected by the security implications of climate

changeareillustrated below.

2.9.2. Support in conflicts and crises

As early as 2013, the EU's comprehensive approach
to external conflict and crises identified climate
change as an essential factorto considerin all stages
of the conflict cycle and as a globalissue 'where the
external aspects of internal EU policies have a
growing foreign and security policy dimension'.
Since then, there has been an ongoing effort to
integrate climate security concerns in areas ranging
from early warning and preparedness, to conflict
prevention, crisis response and management to

In light of the Covid-19 crisis, the link between climate
change and pandemics has received renewed
attention, given the proven association between
climate conditions and infectious diseases. As early as
the 1990s, the WHO was reporting widely on the ways
in which climate change can affect human health,
either directly (by enhancing vector breeding, e.g.
insects, across the world and by reducing the
maturation period for certain pathogens), or indirectly
(by causing a deterioration in socioeconomic
conditions, food and water scarcity, and water
contamination). Research also suggests that higher
temperatures could favour pathogens that are more
difficult for human bodies to fight. Scientists also
examine whether the accelerating melting of ice
reservoirs (forexample in the Arctic) may release viral

early recovery, stabilisation and peace-building. pathogens with implications for human health.

Following the report by the IPCC in 2019, the

Foreign Affairs Council reaffirmed the threat posed by climate change to peace and security and
recognised climate change as an existential threat. The Council emphasises that conflict prevention
tools such as the EU conflict early warning systemshould take the security challenges linked to the
adverse effects of climate change and environmental risk factors into account. In September 2019,
EU defence ministers discussed ways in which threats posed by climate change could be further
integrated into the EU's evolving CSDP, focusing on two issues: ensuring that the militaries
contribute to addressing climate change; and incorporating the effects of climate change on
conflicts, or on crisis areas, in planning military operations and in foresight. An additional tool for
preparedness, the Copernicus Climate Change Service, part of the EU's earth observation
programme, provides global data on climate change which can be used to pre-empt and mitigate
its effects, for example in food production (crop yields) and desertification, which are key drivers of
mass populationmovements.

Conflict preventionis one of the main goals of EU foreign policy. The conflict early warning system
is a key toolin this context and usesa wide range ofinputsfrommultiple sources to assess potential
risks. This enables theidentification of long-termrisks for violent conflict in a given country orregion
thereby integrating climate security thinking into policy planning. Experts highlight that the
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challenge facing the early warning system is to ensure that it can successfully identify evolving
climate security risks and to make surethat decision-and policy-makers make use of it.'*

Figure 29 —The 15 countries most vulnerable to climate change

Syria Afghanistan
Libya
) Chad
Mali  Niger Q)
0 | Sudan lrag
o ) ©, Yemen
) o o Ethiopia
Nigeria .
Somalia
Central African Republic
South Sudan

Democratic Republic of the Congo

€ Ongoing CSDP mission and/or operation

Data source: Notre Dame Global Adaptation Initiative 2019.

In practice, the countries most vulnerable to climate change are situated in regions of conflict and
fragility (see Figure 29). It follows that CSDP missionsand operationsare often deployed in countries
that are negatively affected by climate change such as Libya, Mali, Niger, Somalia, Iraq and the
Central African Republic, which are among the 15 most vulnerable countries. Operation Atalanta,
for example, protects food aid shipments from the World Food Programme for the Somalian
population; the food and nutritioncrisis in Somalia is itself linked to floods and droughts. According
to the European Union Institute for Security Studies (EUISS), climateis one of three trends that are
likely to shape the evolution of the EU's missionsand operationsin the decade ahead.’® Indeed, in
December 2020, 6 of the 10largest UN peace operations were in countries that have a high
vulnerability to climate change, with 80 % of active UN personnel deployed in such countries. The
effect of climate change can have serious repercussions for peacekeeping operations and spedal
political missions. For example, inadequate response mechanisms can weaken confidence in
governance, creating power vacuums that can be exploited by local criminal groups. In
November 2020, the EEAS presented a climate change and defence roadmap prepared in
cooperation with the European Commission services and the European Defence Agency (EDA), at
therequest of the Council. Central to EU climate policy, the roadmap includes short-, medium-and
long-term goals in three interwoven areas of action: the operational dimension; capability

198 B,Pérez de las Heras, 'Climate security in the European Union's foreign policy: addressing the responsibility to prepare
for conflict prevention',Journal of Contemporary European Studies, 2020.

199 G. Lindstrom, Four futuresfor CSDP, The CSDP_in 2020, EUISS, 2020.
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development; and strengthening multilateralism and partnerships, and also appears in the EU's
Strategic Compassapproved by the Councilin March 2022.

NATO has also acknowledged the effects of climate change on Allied security. NATO's 'strategic
concept'includes climate change - alongside health, water scarcity and energy needs — as one of
the key environmental factors which will impact on the future security environment, on defence
strategy andmilitary operations. In 2014, the alliance adopted the green defence framework, which
seeks to reduce the environmental footprint of military operations. In their NATO 2030 report, the
group of experts appointed by NATO's Secretary General recommended a revision of the 2014
framework and the establishment of a centre of excellence on climate and security. The 'NATO 2030
young leaders' recommended framing climate change'as an opportunityto innovate and increase
military effectiveness’, setting green targets for defence planning and incentivising investments in
the development of sustainable technologies.

The European Parliament has highlighted that EU foreign policy should develop capacities to monitor
climate change-related risks, including crisis prevention and conflict sensitivity and has stressed the
importance of mainstreaming climate diplomacy in EU conflict prevention policies, broadening and
adapting the scope of EU missions and programmes in third countries and conflict areas.

2.9.3. Development

With the support of the European Investment Bank, the EU is thebiggest global contributor of public
climate finance for developing countries. To use these funds efficiently, the EU and its Member
States cooperate bilaterally and multilaterally on adaptation anddisaster risk reduction efforts with
others, including the most vulnerable small island developing states (SIDS) and least-developed
countries.

The European Commission Directorate-General for International Partnerships (DG INTPA) works
with the least developed (and least resilient) countries via the Global Climate Change Alliance
(GCCA+) and supports activities dealing with adaptation, mitigation, disaster risk reduction and
desertification. It also contributed to the 'new climate for peace' project commissioned by the G7 to
identify compound climate-fragility risks that pose serious threats to the stability of states and
societies. Throughthe IcSP, under the 2014-2020 MFF, the EU and the UN Environment Programme
(UNEP) launched an initiative on climate and security in fragile states (2017-2021), which aimed to
improve theresilience of communities by strengtheninginclusion and relationships, local planning
processes and sustainable livelihoods. Projects have included supporting joint management of
livestock migratory routes (Sudan) and protecting land from river damage (Nepal). Under the
current 2021-2027 MFF, 30 % of the Global Europe Instrument will support climate objectives in
third countries.?®

2.9.4. Multilateralism and climate diplomacy

The EUis committed to addressingthe implications of climate change for peace and security, as well
as its potential geopolitical implications, by means of multilateral cooperation. The 2015 Paris
Agreement within the UN Framework Convention on Climate Change (UNFCCC) is the main
multilateral framework governing global action on climate change. The EU was instrumental in
brokering the agreement and, in 2021, at the COP26 in Glasgow, working for an agreement on the

200 B, Immenkamp, A new neighbourhood, development and international cooperation instrument — Global Europe,
EPRS, European Parliament,2021.
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rules for international carbon markets by 184 countries. The European Green Deal emphasises that
climate change and environmental degradation require a global response and commitsto develop
stronger EU 'green deal diplomacy', focused on advancing global action and building capacity to
support third countries. The EU aspires to set an example, and to use all instruments available,
including trade, development and humanitarian aid, to work with partners - bilaterally and
multilaterally - to preventand mitigate the impactof climate change,including on security. The UN
(including the UNFCCCQ), the G7, G20, the World Trade Organization (WTO), and the World Health
Organization are the key multilateral forums in which this agenda can be moved forward. In
addition, the EU hasbilateral arrangements for dialogue and cooperation with third countries (OECD
countries, countries party to the UNFCCC and emerging economies). It also works with several
regional organisations in Africa, Asia, Latin America and the Caribbean and the Gulf. The Biden
Administration's return to the Paris Climate Agreement, and the re-prioritisation of climate change
as a central policy issue presents the USA as a likely ally in multilateral cooperation. An executive
order released on 27 January 2021 stated that climateconsiderationsare tobe 'an essential element
of United States foreign policy and national security'.In April 2021 the Presidents of the European
Commission and the European Council participated in the Leaders' Summit on Climate, an initiative
of the new US President. In anticipation of COP27, the EU is already strengthening climate and
energy cooperation with the host country, Egypt.

Following the 2021 Council conclusions on climate diplomacy, the EU and its Member States have
been asked to pursue the external goals of the European Green Deal and to strengthen and
mainstream work on the climate and security nexus. Both Council and experts expect this climate
diplomacy strategyto facilitate the integration of climate security and environmental factorsin the
EU's engagement with partner countries and focus on preventive measures such as early warning
systems. The EU has also stressedthe needfor climate and environmental risk factorsto be built into
the UN's agenda on peace and security at all levels. The EU will also place increased emphasis on
supporting such efforts in its immediate neighbourhood - in the South, the Eastern Partnership
countries and the Western Balkans.

2.10. Managing financial and economic crises

2.10.1. Risks for peace and security and coordinated political action

The link between financial and economic crises and a deterioration in democracy, peace and
security has been highlighted by a numberof empirical studies,and as new dataare made available,
evidence of 'a correlation between sovereign debt crises and the outbreak of civil wars' becomes
stronger.” Thomas Piketty and Branko Milanovi¢ extend the link toinequality and social collapse.*

Major economic and social threats have surfaced twice between 2007 and 2020: first, the banking
crisis that started in 2007-2008 and led to the euro area sovereign debt crisis; then, the Covid-19
pandemic which started in 2019 and triggered economic disruption. To counter the social and
security effects, major public action, including by the EU, and international coordination and
cooperation, proved effective.?® During these events, unprecedented monetary and fiscal

201 M. Goldmann, S. Steininger, Democracy and Financial Order: Legal Perspectives, Springer, 2019.

202 T, Piketty, Capital in the Twenty-First Century, Harvard University Press, 2013;T. Piketty, Capital and Ideology, Harvard
University Press, 2020; B. Milanovi¢, Global inequality: A New Approach for the Age of Globalization, Harvard
University Press, 2016.

203 Economic coordination and cooperation typically take place in multilateral foraand institutions where the EU and its
Member States play an active role, e.g. the International Monetary Fund (IMF), the World Bank and the Group of
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stimuluses were implemented worldwide.” However, despite efforts, rising trade protectionism,
which began even before the pandemic, and similarities with the 1930s economic and political
context, raised serious concernsfor global stabilityand peace.*®

Since 2021, two major economic developments have suddenly and considerably modified the
economic environment. On the one hand, as the pandemic effects and movement restrictions
faded, economies have experienced unexpectedly large demands for goods causing major supply
chain bottlenecks and shortages, especially in semiconductors.?”® On the other hand, Russia's war
on Ukraine has added significant pressure on energyand food supply and prices. While EU policies
are addressing those issues with medium-term effects,?”” these two factors have majorimmediate
economic effects resulting in serious global social and security threats.

2.10.2. The return of inflation

Thefirst of these effects is the unexpected and sudden return of highinflation, which took observers
and experts by surprise for its speed, intensity and persistence. Fornearly a decade, deflationwas a
serious threatand gaverise to exceptionally lowinterest ratesand expansionary monetary policies
in major economies. Even in 2020, global central banks coordinated action to secure the provision
of liquidity by means of the standing US dollar liquidity swap. The new, sudden and high inflation
level isa game changer, posingnew threatsfor peace and security. Inits April 2022 macroeconomic
outlook, the ECB points out that euro area economic activity and inflation has become very
uncertain and 'depends crucially on how the Russian war in Ukraine unfolds, on the impact of
current sanctions and on possible further measures. Indeed, although inflationis projected to ease,
the spikes in energy prices are likely to maintain high inflation in the coming months.

The world food price index published by the Food and Agriculture Organization (FAO) has
experienced a sharp spikein real termsof nearly 60 % since 2020 (Figure 30),® reaching levels never
before attained.?® According to the FAO,although the price indexwas already high before the war
on Ukraine, the war has major implications forglobal marketsand food security for many countries,
especially low-income countries dependent on food imports. Indeed, in 2021, wheat exports from
Russia and Ukraine accounted for about 30 % of the global market. Nearly 50 countries depended
on both countries for at least 30 % of theirimports, 26 of which relied on them for more than 50 %

20 major developed and emerging economies (G20). Through the Basel Process, the Bank for International
Settlements (BIS) plays a significant role for coordinating the regulation of the banking system.

204 |n the USA, see: President Biden announces American Rescue Plan, White House, January 2021.In the EU, resilience

and recovery plans were implemented at national levelsas well as at the EU level through Next Generation EU. The
IMF approved a historical issuance of special drawing rights, a global reserve asset, in August 2021, as 'a shot in the
arm of global economy at atime of unprecedented crisis' to 'foster the resilience and stability of the global economy.'

205 Ray Dalio says the economy looks like 1937 and a downturn is coming in about two years, September 2018;

Emmanuel Macron: 'Le moment _gue nous vivons ressemble a I'entre-deux-guerres', Ouest France, November 2018;
Coronavirus isunleashing an 'economic shock wave' not felt since the 1930s, hedge fund manager Mark Yusko warns,
CNBC, April 2020; Fed's Jerome Powell says economy faces long, uncertain recovery, The Wall Street Journal, May 2020.

206 CNBC, Intel CEO now expects chip shortage to last into 2024, 29 April 2022. See: ECB report published in 2021, which

shows that the shortage is chiefly due to misalignment between orders and production, and the motor vehicle
industry is the industry most-affected by the semiconductor shortage.

207 For instance, the European Commission published its proposal for a European Chips Act in February 2022, a set of

measures to ensure the 'EU's security of supply, resilience and technological leadership in semiconductor
technologiesand applications.’

208 Food and Agriculture Organization (FAO) food price index. The spike is highest for oils (+121 % since January 2020)

and cereals (+64 %).

209 |t jsworth noting that the levels are higher than those reachedin 2007-2008, which led to global food crisis and riots;

see:e.g., CNN news, Riots, instability spread as food prices skyrocket, April 2008.
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of their supplies. Moreover, with a 15 % share, Ukraine was the fourth largest maize exporter.
Combined, sunflower oil exports from Russia and Ukraine represented 55 % of the global supply
beforethewar.Russiais also a key exporter of fertilisers.

Figure 30 - FAO food index in real terms
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Data source: Food and Agriculture Organization.

Already before the war on Ukraine, in a blog published in February 2022, Carmen Reinhart and
Clemens Grafvon Luckner warned thatthe surgein inflation had spreadfrom advanced economies
to emerging and developing countries,?’° arguing that the factors for this striking inflation vary
between advanced and developing economies. The authors note that disparities in inflation
patterns would reinforce inequalities both within and between countries and remain a source of
concern for the future. Moreover, following a strong economic rebound, the World Bank has
expressed concern, as it expects a pronounced economic slowdown due totherisinginflation, debt
and inequality.?" Finally, in its Fiscal Monitor report published in April2022, the International
Monetary Fund (IMF) warns that rising food and energy prices raise the risks of social unrest. Fiscal
policy can help to protect vulnerable household budgetsfromthe impact of rising prices.

2.10.3. Looming global sovereign debt crisis

Thetask of fighting inflation primarily falls on central banks, which would typically increase interest
rates and implement monetary contraction policies. As experts point out, as inflation remains
elevated, therisk is growing that advanced economy's central banks will need to implement more
forceful policy responses to bring inflation back to target; some observers are already calling for a
sharpriseininterestratesto fight againstinflation®'%

210 C. Reinhart and C. Graf von Luckner, The return of global inflation, World Bank Blogs, 14 February 2022.

211 World Bank Press Release, 11 January 2022.
212

The Economist, Interest rates may have to raise sharply to fight inflation, February 2022. Nevertheless, as pointed out
by Desmond Lachman, formerly deputy director in the IMF's Policy Development and Review Department and the
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Monetary contraction in the USA is known to bear effects for countries outside the USA. Firstly, they
increase the probability of banking crises in countries with direct links to the USA.?"* Secondly, US
monetary policy shocks affect the 'global financial cycle’, by reducing the indebtedness capacities
of globalfinancial institutions. Potentially, US monetary contractionshockscan lead to a decline in
the provision of domestic credit outside the USA.?'* Therefore, by delaying action, more severe
monetary policies may be needed later, and as was the case in the 1970s, could cause a series of
sovereign debt defaults elsewhere. Nevertheless, according to some experts, the current situation
is substantially differentto the 1970s, both in terms of inflation levels and monetary policy.?

The war on Ukraine s also likely to have an impact. William Rhodesand JohnLipsky, co-chairs of the
of the Sovereign Debt Working Group of the Bretton Woods Committee, warn that the most
damaging economic and financial impacts of the war will be felt by non-oil exporting developing
economies in Africa, Asia and Latin America, which were experiencing debt distress due to the
Covid-19 pandemic prior to the invasion. The war on Ukraine has made the 'prospect of a new
sovereign debt crisis both more imminent and more damaging'.

Threats also exist in the euro area. A study published by the European Central Bank (ECB) in
November 2021 explains that the differential between the interest rate and the growthrates will be
determinant in debt sustainability.?' The authors argue that the low-interest environment has
supported debt sustainability in the short to medium term, but in the long term, interest rates are
on average higher than growth rates in advancedeconomies.

Sovereign debt crisesenhance the riskof conflict and instability. To prevent a post-pandemic global
sovereign debt crisis, the World Bank Group and the IMF have already called on all official bilateral
creditors to suspend debt payments from developing countries that request forbearance, with the
aim of boosting theirimmediate liquidity and allowing time for an assessment of the crisis impact
and financing needs foreach country.?"’ In addition, the G20 suggested the idea of debt cancellation
to alleviate the situation of the most vulnerable countries, and in November 2020 agreed on a
common approach to restructuring their debt. Economic and budgetary constraints will not only
pressurise the fiscal capacities and balance of payments of these countries, but also their social
capacities to cope with the crisis.

2.10.4. EU support to neighbourhood countries and beyond

The EU supports partnercountries in itsneighbourhood thatare prone tobalance-of-payment crises
through macro-financial assistance (MFA) —loansor grants thatare available to countries benefiting

chief emerging market economic strategist at Salomon Smith Barney, there is disagreement as to the speed of the
response.

213 C, B.Durdu, A. Martin, I. Zer, The role of U.S. monetary policy in global banking crises, Federal Reserve Board, 2019.
The authors used a cross-country database covering 1870-2010 and including 69 countries. The effects are channelled
through trade links and significant share of US dollar-denominated debts. Globally integratedcountries without direct
exposure experience ambiguous effects, possibly through capital flows disorder.

214 S, Miranda-Agrippino and H. Rey, US Monetary policy and the global financial cycles, The Review of Economic Studies,
2020,

215 ). Ha, M. A.Kose, F. Ohnsorge, Today's inflation and the Great Inflation of the 1970s: Similarities and differences, Vox,
30 March 2022.J. Ha, M. A. Kose, F. Ohnsorge, From low to high inflation: implication for emerging markets, CEPR
Policy Insight No 115, March 2022.

216 0.Bouabdallah, C. Checherita-Westphal, N. de Vette and S. Gardd, Sensitivity of sovereign debt in the euro area to an
increase ininterest rate-growth differential, European Central Bank, November 2021.

217 Currently, 76 countries are eligible to receive World Bank International Development Association resources.
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from a disbursing IMF programme. MFA is subject to the ordinary legislative procedure, under the
provisions of Article 212 TFEU on financial and technical cooperation measures with third countries.
It consists of conditional help to third countries experiencing a balance-of-payment crisis and is
complementary to IMF financing. Following the outbreak of the Covid-19 pandemic, the EU reacted
promptly to the critical situation in its neighbourhood countries. In May 2020, Parliament and
Council adopted a decision on MFA to support 10 enlargement and neighbourhood partner
countries in their efforts to mitigate the economic and social consequences of the coronavirus
pandemic, for a totalamount of €3 billion.?®* This decision came on top of the 'Team Europe' strategy
pledging over €40 billion to support neighbourhood partner countries' efforts in tackling the
pandemic. The amounts of MFA made available are distributed on the basis of a preliminary
assessment of the beneficiaries' financing needs (see Figure 31). The Commission reports annually
to the European Parliament and to the Council on implementation of the decision during the
previous year.

Figure 31 - EU macro-financial assistance commitments in the context of the Covid-19
pandemic,2020-21

Bosnia and Herzegovina Ukraine Moldava
Montenegro Kosovo*

o
Albania \‘a»io . Georgia

Tunisia North Macedonia

Jordan

*This position is without prejudice to positions on status, and is in line with UNSCR 1244/1999 and the ICJ Opinion on the Kosovo declaration of independence

Data source: Decision (EU) 2020/701 of the European Parliament and of the Council of 25 May 2020.

Besides the MFA provided in the context of the Covid-19 pandemic, Moldova will receive additional MFA
amounting to €150 million in the form of loans (€120 million) and grants (€30 million), andin the context of
the war, the EU has disbursed €1.2 billion in emergency MFA to Ukraine in the form of loans.

218 The second instalments to Georgia (€75 million) and Bosnia and Herzegovina (€125 million) were cancelled, reducing
the total amount to €2.8 billion.
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3. Looking ahead

3.1. Foresight, resilience and reaction

Thewar in Ukraine could reshape theworld. This is one of the daunting conclusions of an April 2022
Atlantic Councilforesight report, in which the think tank's experts outline three possible 'futures for
a frozen conflict in Ukraine'. One thing is common to all three of their scenarios — ranging from
Ukraine winning back its territories to Ukraine being 'slowly strangled' (wherein Russia secures full
control of Ukraine's Black Sea coast, leaving the country landlocked) - the economic damagewill be
felt not only in Ukraine butalsoin the rest of the world.This is expected totake formsfrom decreased
access to food, rising debt, deteriorating living conditions and humanitarian crises, to name but a
few. Other analyses, such as a mapping by the Hellenic Institute for European and Foreign Policy,
foresee three possible options:protracted war, ceasefire and peace. Even in the latter two scenarios,
however, instability and fragility remain constant. The Economist Intelligence Unit warns that the
war will not end soon, with the conflict marking a geopolitical watershed: the world's division
between the western economicand political order and the othersis likely to widen.?"®

As the previous sections of this study illustrate, the pandemic exacerbated trends in the global
geopolitical environment that were already growing; the sense of a vacuumin global leadership, an
expanded and multidimensional threat environment, a relative decline in multilateralism and the
weaponisation of global interdependence, have all become characteristics of the 'new normal'.?*
Russia's war on Ukraine has furtheraccentuated these trends.In many ways, theyare here to stay.

The globaland regional environmenttherefore remains uncertainand instability continues to grow.
The forecasts are challenging. The 2022 Annual Threat Assessment by the US Intelligence
Community suggests that today's challenges are playing out 'amidst the continued global
disruption resulting from the COVID-19' and 'within the context of an evolving world order where
the continued diffusion of poweris leadingactorsto reassess their place and capabilities'. As a result,
challenges interact in unforeseen ways. Consequently, the ability to respond is also affected -
responses becomeinterconnected too. However, the report also argues, that this could result into
'new opportunities to forge collective action with allies and partners' against renewed, emerging
and existing threats.””’ The interconnectedness among threats, but also among responses, is also
highlighted in a report on Future Shocks 2022, prepared jointly by the European Parliamentary
Research Service and the European Parliament's Directorates-General for Internal and External
Policies (see Figure 32).

219 Russia-Ukraine: awar without end? EIU, May 2022.

220 R, Haas, The Pandemic Will Accelerate History Rather Than Reshape It, Foreign Affairs, 2020; Geopolitics after Covid-
19:is the pandemic a turning point?, EIU, 2020; H. Farrell and A. L. Newman, Weaponized Interdependence: How
Global Economic Networks Shape State Coercion, International Security, 2019.

221 United States Office of the Director of National Intelligence, Annual Threat Assessment of the US Intelligence
Community, May 2022.
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Figure 32 - Interconnections betweenrisks and EU policy responses
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Source: EPRS, 2022

Policy responses

Climate-proofing the EU

Strengthening our energy security

Promoting economic recovery
and resilience

Establishing greater
strategic autonomy
for European industry

Consolidating strategic ties
with democracies

Building a healthier online
environment for healthy democracies

Safeguarding EU
and global food security

Strengthening European
defence union

Consolidating EU internal security

Responding better to future pandemics

Building a European social model
for the 21st century

In the face of current events and of this worrying outlook, the EU faces a dual challenge in thefield
of peace and security. On the one hand, it needs to advance its numerous policies that contribute
to these goals and to implement initiatives to mitigate or counter the threats analysed in depthin
this publication as well as the immediate effects of the war — for the EU and the world. On the other
hand, and crucially for its credibility, it will have to work to adapt its policies and its resilience to a
world where security and peace face multiple interconnected and continuingthreats. In that sense,
understanding and interpreting geopolitical trends and incorporating them into EU external
policies is critical. The momentum for anticipatory governance, which led to the inclusion of a
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foresight portfolio in the vonderLeyen European Commission, held by Vice-President
Maros Sef¢ovi¢, continues to remain as relevant as ever.??

Among the numerous concepts and notions that encapsulate the challenge for policy-making
looking to thefuture, the concepts of resilience has without doubt featured most prominently and
will continue to do so looking forward. It is, therefore, no surprise that the first strategic foresight
reportissued by the von der Leyen Commission in 2020 was entitled 'Charting the course towards a
more resilient Europe'. Among the four key dimensions of resilience-building highlighted by the
report, the geopolitical one addresses key vulnerabilities, capacities and opportunities for the EU to
sustain its effectiveness and role as a promoter of peace and security. The crisis of multilateralism,
the degree of disunity in EU foreign policy, the shifting balance of power bothin termsof actors and
of the nature of power (hybridand cyberwarfare), challenges toEU economic sovereignty and over-
reliance on suppliers of critical raw materials, are highlighted among the vulnerabilities. On the
other hand, the report emphasises that recent policy decisions at EU level, aimed at strengthening
EU strategic autonomy and industrial sovereignty, and at strengthening partnerships with like-
minded actors, offer opportunitiesfor the EU to increaseits geopolitical clout and use that, in turn,
to promoteits actionin the areas of peace and security, particularly in its neighbourhood.

However, theinvasion of the Ukraine has highlighted that resilience needsto be complemented by
action. While it precedes the events of 2022, it is not unsurprising that the Commission's 2021
Strategic Foresight Report is dedicated to 'The EU's capacity and freedom to act'. The report
addresses trends and tools for action for the next decades; but it also looks at trends affecting the
EU's capacity and freedom to act, such as climate change and other environmental challenges,
digital hyperconnectivity and technological transformations, pressure on democracy and values, as
well as shifts in the global order and demography. It also outlines 10 strategic areas where the EU
can strengthen its capacity and freedom to act. Yet, even in the short time between its release in
September 2021 and the time of writing, the principled approach proposedwith regard to relations
with Russia has been unequivocally challenged. Similarly, the European Parliament's 2021 study
"Towards a more resilient Europe post-coronavirus', also illustrates the critical nature of foresightin
matching capabilities with identified structural risks, and in identifying ex ante gaps in necessary
capabilities, as a prerequisite for building resilience.?

3.2. The outcome of the Conference on the Future of Europe: Citizens
want a stronger EU on the global scene

The Conference on the Future of Europe - a series of public events and debates organised over a
one year period by the EU institutions — has for the first time in history given the opportunity to
ordinary EU citizens to come up with a structuredvision on the EU's future. External policies and the
EU role on the global scene were among the main areas addressed. The Conference Plenary,
composed of citizens and representatives from EU institutions and civil society, adopted
49 proposals comprising more than 300 measures across 9themes, one of these themes being
'Europein the world'. The final recommendations werebasedon 178 preliminary recommendations
from the European Citizens' Panels, on input from theNational Panels andevents, and on ideas from
the European Youth Event.

222 For more detail, see the previous (2021) edition of this study.

223 European Parliament, Towards a more resilient Europe post-coronavirus: Options to enhance the EU's resilience to
structural risks, EPRS with DG EXPO and DG IPOL, European Parliament, April 2021.
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Taking place against the background of Russia'swar on Ukraine, the outcome of the Conference on
the Future of Europe indicates strong support from the citizens and other stakeholders who were
involved in this broad consultation for strengthening EU's autonomy and role as a foreign policy
actor. The EU citizens want a Union that is stronger, able to stand for its own values on the
international scene, which speaks with one voice, andis less dependenton foreign powers, whether
for economicinput or defence.

According to the conference proposals, a stronger EU in the world that is 'a truly global player,
projecting a positiverolein the world and making a difference in response to any crisis' should be
achieved by moving to qualified majority voting on common foreign and security policy (CFSP)
issues, and strengthening therole of the HR/A/Pto ensure thatthe EU speaks with one voice, among
other things.

On defence policy, the main conference proposal refers to the establishment of EU joint armed
forces to be used for self-defence purposes, butalso to solve crises beyond EU borders, in line with
UN Security Council mandates and in coordination with NATO. A further proposal envisages
strengthening operational capacities for collective self-defence in case an EU Member is under
attack. Making use of the European Peace Facility is also explicitly recommended.

Countering disinformation and propaganda - in an objective and factual way — was seen as an
important tool to reach the objective of guaranteeingpeace and arules-basedinternational order.

A further proposal recommends quick implementation and enforcement of sanctions against
States, governments, entities, groups or organisations, as well as individuals. Such sanctions should
be effective and proportionate. Furthermore, the conference concluded that the EU is advised to
establish a more effective and unified policy towards autocraticand hybrid regimes.

In the economic area, several conference recommendations focus on ways to reduce EU
dependency on foreign actors in economically strategic sectors, such as agricultural products,
strategiceconomic goods, semiconductors, medical products, innovative digitaland environmental
technologies and energy. Energy independence is seen as a priority, with several dedicated
recommendations. To achieve energy independence, the EU has to aim at improving energy
efficiency, the development of renewables and green transportamong other things. 'Common
purchases of imported energy and sustainable energy partnerships in order to reduce European
energy import dependencies' on gasand oilare anotherproposalaimed at reducing dependency.

While many of the conference's recommendations can be implemented within the framework of
the existing treaties, some would require a change to the existing EU Treaties. The proposals put
forward by the conference enjoy broad support fromthe European Parliament, which has called for
a change to the treaties to implement those far-reaching changes that go beyond current EU
competences. However, almost half of the EU Member States (13) have expressed strong
reservations aboutthe prospect of changes to the EU Treaties, although withoutrejecting the idea
altogether.

One of the main conference demands is the abolition of the need for unanimity in the Council, which
would make EU CFSP more effective. Both Covid-19 and the war in Ukraine have underlined the
necessity for the EU to remain united in times of crisis. The European Parliament supports the
adoption of qualified majority voting in the Council, in areas such assanctions, and in emergendies.
Moving to qualified majority would in theory be possible through the activation of the passerelle
clausein the EU Treaties. However, as the European Council acting with unanimity can activate the
clause but has never yet done so, shows that the mechanism is not truly functional. Treaty change
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would be required to make the clause more effective according to some commentators,?* who
consider the conference to be a much-needed driver in this respect.

3.3. Conclusions

Peace and security are increasing in complexity. Evenin Europe, the assumption of sustained peace
can no longer be taken for granted. While Europe has experienced a protracted period of 'long-
lasting peace' since the end of the Second World War, and remains a world leader in quality of life,*
the coronavirus pandemic and Russia's invasion of Ukraine have illustrated the speed at which
unanticipated events can impact multiple facets of peace and security. In that context, the
recognition and study of the wide range of traditional and emergingthreats thatchallenge the EU's
interests and values aswellas global peaceis a necessary exercise for the formulation of EU policies.

Growing concerns about a more multifaceted international environment and about worsening
security, including through the weaponisation of energy, information, the economy and supply
chains,among other things, are reflected in the policy initiatives launched by the EU institutionsin
recent years. Public opinion polls also indicate that citizens increasingly perceive security as a top
priority for EU-level policy-making, a topic thatis also reflected in the outcome of the Conference
on the Future of Europe. Geopolitics now transcend policy areas such as digitalisation, technology,
economy, energy, health and climate. At the sametime, the EU is designing and reforming several
of its policies that are explicitly linked with the promotion and preservation of peace, with a view to
achieving their goals more effectively and collaboratively.

While measuring peace remains a complex task, it is possible to identify and analyse areas of the
EU's work that contribute to its promotion and preservation. Using the Global Strategy and the
Normandy Indexas a starting point, the EU's contribution to peace and securityis assessed through
an overview of its work in countering recognised threats to peace: weapons of mass destruction;
democracy; state fragility; violent conflicts; cyber-attacks; disinformation; terrorism; climate change;
energy insecurity;and economic crises. Thus, the EU carries out its pursuit of peace by favouring an
inclusive and multilateral approach, as stipulated by itsfounding Treaties and by its Global Strategy.
The EU's action for peace and security, transcending policies from the common foreign and security
policy, trade, democracy promotion,development and humanitarian aid, is guided by its own model
of integration, comprehensive security and multilateralism and a commitment to the principles of
the United Nations. The EU's dedicationis confirmed bya communication from early 2021, intending
to strengthen the Union's contribution to rules-based multilateralism by leading its adaptation to
new security challenges and power distribution. The European Parliament, empowered by the
Treaties in the EU foreign policy area, has continuously encouraged such leadership on
multilateralism, addinga strongerelement of legitimacy anddemocratic representation to the EU's
globalaction.

As has beenillustrated throughoutthis study, the effects of the war on Ukraine reverberate around
the world in the form of decreased food and energy security, inflationary pressures, economic crises
and global polarisation, which questions the effectiveness of established security arrangements. It
also fuels proxy wars around the world and heightens competition between democracy and
authoritarianism — or accountability versus impunity, as one speaker put it in a conference held at
the European Parliament's library in June 2022. The result is a world where democracy and human

224 A, Duff, Conference on the Future of Europe / Commentary, EPC, May 2022.
225 ESPAS report 2019, Global Trends to 2030.
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rights norms are more at risk. In this context, the EU's tools for supporting democracy beyond its
borders become ever more relevant. These range from political and human rights dialogue, and
supportfor civilsociety and humanrights defenders,to development aid for good governance and
therule of law, and the conditionality enshrined in its trade and cooperationagreements. The Union
has refocused its development policy to target fragile and conflict-affected countries through the
new consensus on development (2017).In line with the UN sustainable development goals (SDGs)
and the concept of 'resilience' outlined in the EU Global Strategy, the new consensus highlights that
development cooperation is a pivotal instrument for preventing violent conflicts and minimising
their negative consequences. Recent years have seen the EU striving to build its own resilience to
shocks throughinternal and external policy initiatives. The implementationof the Versailles Agenda
adopted by the EU Heads of State and Government in March 2022 with its three pillars — defence,
energy and economy —and its follow up, will be crucialin this context.

At the same time, geopolitical and economic challenges, emanating from external and internal
factors and from new security domains such as technology and the environment, will continue to
preoccupy policy-makersin the EU institutions and Member States in the coming years. New types
of threats and destabilising factors such as pandemics, climate change, foreign interference in
democracy, cyber-attacks and bio-terrorism, as well as various types of hybrid warfare, call for
innovative thinking and new types of resources and solutions, since they are here to stay. As this
study hasillustrated, these challenges continue to reinforce the EU's commitment to preserving and
promoting peace and security, and have led to renewed determination on all policy fronts. The
proliferation of new strategies and initiatives in all EU policy areas related to peace and security
substantiates this fact. The focus of the vonder Leyen Commission will remain firmly fixed on
rendering the EU a more autonomous, strategicand holisticactor for peace and security, bringing
together elements of normative, soft and hard power and adapting to the rapidly transforming
world with steadfastness and resilience; this focus aims to consolidate the EU as a reliable actor in
an uncertain world. While the double crises of the past two years — the pandemic and the war in
Europe's east — have exposed the vulnerabilities and external dependencies of the EU, they have
also demonstrated the EU's capacity to act boldly and innovatively in unison in the face of major
threats.In July 2020, EU leaders reached agreement on the biggest joint borrowingever agreed by
the EU. In March 2022, the EU, for the first time ever, financed the delivery of lethal military
equipment to a third country at war. Since February 2022, it has imposed six major packages on
sanctions on Russia which together amount to the biggest — by a difference — set of sanctions ever
agreed upon by the EU-27. As mentioned above, the war in Ukraineis in the process of reshaping
theworld. Itis also reshapingthe EU's action in theworld. As the pandemic before it, if only a meagre
silverlining, the war may act as a catalyst for the consolidation of political willand momentum for a
more strategically sovereign EU, committed toits values, making it a stronger actor forglobal peace
and security. In the words of Charles Michel, President of the European Council, 'We are going
through a criticalmomentin the history of the world. And we can really feel this. Our decisions will
determine the course of events, there will be no going back'. As European Parliament President
Roberta Metsola has stated: 'We must understand that the weight of the global democratic order
now rests more heavilythan everbefore on Europe'sshoulders. And we mustbe ableto carry it. It is
our whatever-it-takes moment. A moment that comesoncein a generation.'
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